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1 Safety and Precautions

1. Please read these notes before attempting to operate the 360 Vision Predator Radar, and keep for future
reference.

2. DO NOT disassemble or remove covers. This will break the water seals and invalidate the warranty.
3. All servicing and repairs must be handled by 360 Vision Technology.

4. Avoid pointing the camera directly towards a bright light source (sunlight), or expose the camera to intensive
light situations as this may damage the camera pick-up device.

5. Installation should be carried out by suitably qualified personnel, in accordance with local codes of practice
and regulations.

6. 360 Vision Technology Limited accept no liability for any damage caused by incorrect or improper installation.

7. To prevent risk of injury caused by the Predator Radar or mounting options becoming detached, fit a suitable
safety chain or lanyard.

8. Connection of data signals and power should only be made using a pre-made Predator Composite cables.

9. Use only 360 Vision Predator Radar power supplies. These have suitable terminals for all the wires in the
Predator composite cable.

10. Please handle the Predator Radar with care, as improper handling may cause damage within this unit.
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2 Housing Dimensional Drawing
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3 PRED-PSU-SM-HMA Safety and Installation Sheet
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MAINS input

255 x 180 x 100mm 100 - 240Vac
PRED-PSU-SM-HMA_v3

This PSU is compatible with the following products: PREDATOR HMA MAINS FUSE

SAFETY: Isolate mains supply while installing.

FIXING: Securely fix the PSU with suitable fixings.

GLANDS: Face downwards, unused glands must be sealed.
ELECTRICAL CONNECTIONS: Connecting the mains power.
MAINS INPUT 100-240Vac

L=LIVE (BROWN) 100-240Vac 50/60Hz

E=EARTH (GREEN/YELLOW)
N=NEUTRAL (BLUE)

PRED-PSU-SM-HMA
MAINS FUSE = 2AF

SAFETY: ENSURE MAINS INPUT AND EARTH CONNECTIONS ARE SECURELY CONNECTED AND

STRAIN RELIEVED.

FUSE PROTECTION: Mains input fuse 2AF.
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4 Connections to Predators with HMA

When the HMA (Hinged Mount Adaptor) is fitted to the Predator, the ‘Predator Composite Cable’ is not used.
Connections between the power supply and Predator use conventional cables as detailed below.

24Vac Power connections between Predator PSU and Predator that is fitted with HMA

Cable Size No IR IR75 IR100WL IR125
0.75mm? 20m 10m 7.5m 7.5m
1.00mm? 25m 12.5m 10m 10m
1.25mm? 30m 15m 12.5m 12.5m
1.50mm? 40m 20m 15m 15m
2.50mm? 65m 30m 25m 25m
3.00mm? 80m 40m 30m 30m
4.00mm? 100m 50m 40m 40m

Ethernet connections between Predator PSU and Predator that is fitted with HMA.

The Ethernet connection uses standard CAT5, CAT5e or CAT6 cables fitted with RJ45 connectors.

RJ45 CAT5, CAT5e, CAT6 Cable Signal
Pin 1 White with Orange Band Tx+
Pin 2 Orange Tx-
Pin 3 White with Green Band Rx+
Pin 4 Blue

Pin 5 White with Blue Band

Pin 6 Green Rx-
Pin 7 White with Brown Band

Pin 8 Brown

Gain access to connectors in the HMA
» Ensure that the fixed part of the HMA is securely bolted to the top of the pole.

* The hinged part of the HMA (Hinged Mount Adapter) is fastened to the fixed part using three M8x25
long hex head bolts. Use a spanner (13mm) to remove the three bolts. Each bolt is fitted with a
split spring lock washer, a plain metal washer (which prevents the split washer from damaging the
fibre washer) and a fibre washer (which prevents the paint on the hinged part from being damaged
unnecessarily.

*  Open the hinge taking care that the gasket is not damaged and support the weight of the Predator.
Gently open the HMA until the lanyard is able to take the weight. If the lanyard appears to support the
weight of the Predator, there is no need to continue to support the Predator. The connection circuit
board (PCB-000-0222-01) can now be seen.
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Predator Radar with thermal
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' CON4 | camera present.
Al X '
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\30v §| S \ N
. <l | Connection camera 2
e |Eﬁ;| - % This Ethernet connection is for future use
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Connect power to (CON4) 24VAC / 30vDC
Connect Ethernet cable to HD HMA Predator
connection board using a RJ45 connector
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MAINS FUSE 3 = 2AF

OUTPUT FUSE
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FUSE 4 =NA
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THERMAL ETHERNET
CONNECTION

MAINS input
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Photo-biological safety

Lighting options:
SIR110, SIR140WL, SIR160, 250SWL

The lighting options listed above fulfil the requirements for photo-biological safety
according to IEC/EN 62471 (risk group1).

Avoid prolonged eye exposure, do not stare at operating lamp.

Risk Group 1
WARNING IR emitted from this
product. Do not stare at operating
lamp
NOTICE . IR emitted from this
product. Do not stare at operating
lamp.

Product tested against IEC6247 1

Lighting options:
SIR200, SIR275, SIR250WL, SIR400, SIR550S, 400SWL, SIR100W200N

The lighting options listed above fulfil the requirements for photo-biological safety
according to IEC/EN 62471 (risk group2).

Avoid prolonged eye exposure, do not stare at operating lamp.

Risk Group 2

WARNING IR emitted from this
product. Do not stare at operating
lamp

CAUTION. IR emitted from this
product. Do not stare at operating
lamp.

Product tested against IEC62471
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Predator Radar

Installation/Configuration Section
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Connections

Power is connected from PSU to (CON4) as shown below for predator camera.
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5 Initial connection to the Radar

Ethernet Set-up

Radar configuration is done using a web browser. A POE enabled network switch or separate
POE injector will be required to power the Radar (see section 5 above). If the configuration
also involves a camera then the network must allow the laptop, Radar and camera to
communicate together. The Radar will also need internet access if a map is to be
downloaded.

The Radar’s default network IP address is 192.168.1.105. Set the Laptop to have an IP
address on the same IP range and then open the Laptop’s web browser (e.g. Chrome, Edge,
Firefox, note if Internet Explorer then must be at least version 11) and enter 192.168.1.105
in the address bar. With the Radar powered then if it is using the default IP address an
authentication pop-up box should open requesting a valid username and password in order
to login (the default is “admin” in both cases).

Authenticatien Required

http://192.168.1.105 requires a username and passwerd,

‘Yeur cennectien te this site is net private.

User Name: [

Passwaerd;  Chklekk

Log In Cancel

Radar Authentication

6 Radar Network Settings - Reset to default

If the Authentication pop-up does not appear and the website is unavailable, check the
Laptop IP settings and the Ethernet cabling. If these appear correct then the Radar may not
be set to the default network settings.

At power-up the Radar is available on a fixed IP address for a brief period before it reverts to
its stored values and normal operation. To reset the Radar back to its default network
settings:

a) Disconnect the Radar so it powers down (or turn off power to the POE device).

b) Inthe web browser enter the IP address “192.168.1.205/reset_network”.

c) Reconnect the Radar (or power up the POE device).

d) After approximately 8-10 seconds repeatedly try the above address for 10
seconds or so. A message should appear which states that the Radar has been
reset to the default network settings. If the message does not appear, then
repeat a) to d).

e) Once the reset message has been seen you can log in to the Radar after waiting a
further 20 seconds or so, using the default login details (192.168.1.105 and
username/password “admin”).

© 360 Vision Technology Ltd
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Enabling DHCP

If the network is using DHCP then after accessing the Radar website (see above), select the
Network menu option and then a) click on the “Enable DHCP” entry box and then b) enter a
Hostname for the Radar for use by the DHCP server. Then press the “Save” button.

Access to the Radar website will now only be possible either via the non-fixed IP address
given to the Radar by the DHCP server or (depending on the DHCP server capability) using
the Radar’s Hostname (enter http://hostname). See Section 8. “Further Configuration” for
further information on the Radar network configuration options.

© 360 Vision Technology Ltd
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7 Initial Configuration

General
At power-up the Radar will enter "Target Mode" and be ready to react to suitable targets after
approximately 1 minute assuming it is already configured.

The Radar's operating parameters can be configured at any time by accessing the relevant configuration
page on the web browser.

Assuming the Radar has not already been configured, entering the Radar's IP address
(192.168.1.105 is the default) in the laptop web browser address bar will after login (where "admin" is
default username and password) bring up the Status page. Note that for most configuration pages the
Radar will still be in "Target Mode" and so respond to targets as normal. However if in the Alignment,
Detection Zones or Camera pages, then the camera will not be moved to targets to allow the user to
operate the camera undisturbed.

Most pages have help text associated with them. Hovering over the blue question mark beside a menu
item will bring up relevant help text. Some icons also have help text.

Before starting configuration for the first time make sure that the camera image can be viewed on the
laptop as some of the set-up procedures will require it.

Note 1: To use a downloaded map to make set-up simpler, your laptop needs internet access.

Note2 : Changes made on a web-page have to be stored to the Radar using the Save or Set button on
the page - otherwise any changes made may be lost when you navigate away from the page or
close down the browser.

Status Page

scan (((s))) STATUS
Status 0 Overall Status Radar operating correctly

Initial Setup
Date & Time 16/10/18 10:45 L Overall Radar

Status information
Schedule Continuous detection

Detection Zones Set

Camera Camera connected

VN nts
Camera Popup 5] IRLEEIY] Off
Live Feed

VMS VMS ted .
Target Logs conneete Disable Radar
System Logs Disable Radar <4 Tick-box

Maintenance
Help
Diagnostics

Copyright @ Ogier Electronics Ltd 2016

Status page screenshot
The Status web page is the initial loading screen. It provides an overview of the Radar operation

including its "Overall Status", whether a schedule or detection zones are set and whether a camera is
connected or VMS set.

© 360 Vision Technology Ltd
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The various Status messages will change state depending on how the Radar is operating and
configured. Generally, if the Radar is operating normally and has access to the camera it will
show the Overall Status as “Radar operating correctly”. Other possible Status messages are
listed in section 11 “Trouble-shooting”.

The various messages on the Status page are:
Overall Status Shows the overall operational status of the Radar. This

message will change depending on the Radars current
configuration.

Date & Time The current time and date used by the Radar. If wrong
it can be set via the Settings menu (see below).

Schedule Indicates whether a timed operating schedule is set or if the
Radar is instead operating continuously.

Detection Zones Whether a detection zone has been set. If no zones are set,
then the Radar will not react to targets.

Camera Whether camera details have been provided and whether
the Radar can connect to it.

Tracking Whether target Tracking has been enabled and if so which
type.

VMS Whether the details of a VMS have been provided.

Disable Radar If set then the Radar will completely stop responding to
targets until unset, even if the web-page is subsequently
closed.

To the left of the page (and all other pages) are Headings in yellow that can be selected.
“Settings” also has further sub-heading options shown in white. The principle Headings are:

STATUS See above.

INITIAL SETUP Run when first installing the Radar. This is a step-by-step walkthrough
to get you up and running.

SETTINGS Further settings for detailed configuration of the Radar.

CAMERA POPUP Brings up a small pop-up window with camera movement controls and

optional Live Feed page/Alignment page/ Tilt & Zoom page. Takes up
less screen room than the full-screen versions allowing for example
the camera video to be more easily placed alongside so both can be
viewed at the same time.

LIVE FEED View targets on the screen in real-time.

TARGET LOGS View details of previous targets.

SYSTEM LOGS View previous changes to the Radar config/operation.

MAINTENANCE Upgrade the Radar’s firmware and website, reset the configuration or
store/recall it.

HELP Help for common problems and access to latest manuals.

DIAGNOSTICS Engineering information for help with debugging.

If in use for the first time then (out of the box) the Radar will be pre-configured with
standard values for some parameters. However it is recommended that the “Initial Set-up”
procedure be run as this will take you through setting the date and time, connection to and
aligning of the camera, download of a map and setting detection zones. Once the necessary
changes are made they are stored in non-volatile memory and do not have to be made
again.

© 360 Vision Technology Ltd



Predator Radar Installation Manual_V8_1_28 00 Page 16 of 78

Initial Set-up Start

The “Initial Set-up” procedure comprises a 7 step walkthrough for basic configuration of a
Radar at a new site. Note that by using the “Initial Set-up”, all previous Radar configuration
changes will be lost as the Radar will be initially returned to its default settings. To make
individual changes to an existing configuration use the Settings options instead.

scan (((E)))

INITIAL SETUP WALK-THROUGH

All configuration seftings will be reset. Only continue if installing the radar for

Status the firsttime in a newlocation, If modifications are reguired to existing settings
Initial Setup please use the Settings menu on the left.

Settings

This step-by-step walk-through will allow the radar to be set up for the first time
at a new site. There are 7 steps intotal, covering the essential settings fora
functioning radar. The areas covered are;

Date and time

Fadar height

Camera network details

Camera alignment

Satellite map (Mote: Internet access required)
Detection zones

Target Logs S
Continue
Svstem Loas -

Live Feed

Initial Set-up start page

After selecting “Initial Set-up” then if happy to proceed press the Continue button (see
above) to go to Step 1 - Date and Time.

Initial Set-up Step 1 - Date and Time
Step 1 of 7
g -

Initial Setup

Enter the date and time to be set on the radar.

= October 2018 —

MON “TUE WED THI FRI SAT  SUN

1 2 3 4 5 6 T
& 3 w1 | 12 | A3 | 13
I 15 (16 | AT |18 [ 1% | 28 | 21
Live Feed
o s e e o N Wl e A
Target Logs =l
System Logs
Maintenance TR Ak
Help
Diagnostics Next

Initial Set-up step 1: Set Date and Time

© 360 Vision Technology Ltd
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Check the date and time shown. If correct (during Initial Set-up it is taken from the laptop
used for the configuration) just press the Next button. Otherwise use the calendar shown to
set the correct date (use the left/right arrows to change the month, then use the mouse to
select the day) and then the two drop-down boxes to set the time in hours and minutes.

Note that the Radar’s internal real-time clock is maintained in the event of a power-outage
by a back-up capacitor. However if the Radar has not been powered recently then the time
may need resetting again.

When the date and time are correct then press Next to move to Step 2 — Essential Settings.

Initial Set-up Step 2 - Essential Settings

can(((E)))

Status ESSENTIAL SETTINGS
Initial Setup

Settings
[ i

Radar Height (m) (3] @

Camera IP AddressiHost
CameraPort a0

; Camera Username
Live Feed

@ © © @9

Camera Password

Target Logs

System Logs -
Back | Next
Maintenance ! .

Help
Diagnostics
Initial Set-up step 2: Radar Height and Camera network settings

First adjust the “Radar Height” slider value to be the approximate height in metres of the
Radar when installed.

Second, enter the camera network settings:

Camera IP Address/Host Either the IP Address of the camera XXX.XXX.XXX.XXX
or its hostname if using DHCP

Camera Port Network port used by the camera for HTTP
interface (usually 80)

Camera Username Login username for the camera*®

Camera Password Login password for the camera*

* These are usually the normal login details, but some cameras (in particular HikVision and
Dahua) have additional ONVIF login details in which case it is these ONVIF login details that
are required.

When ready press Next to go to Step 3 — Camera Alignment.

© 360 Vision Technology Ltd
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8 Camera Alignment - Initial Setup

Step 3 - Camera Alignment

Step 3 of 7 @
CAMERA ALIGNMENT @ C:) @

In arder tor the camera to pan ta the correct location when a target 15 datected, the positian of the camera needs to be alignad with
the: radar If there is no camera for the radar to cantral this step can be ignored

hlewe the camera using the cantrals an the right until the camera picture displays the same as the view through the radar alignment Q Q
wiewing holes YWhen the two visws match press Set.

Imtrahsing conne
It usualy takes s
cannechonand details erta

Vinitial se a connechon to the camera. f the initialisabion takes longer please chack the physical
red

Initial Set-up step 3: Camera Alignment

When the Camera Alignment page is first displayed, the red text at the bottom indicates
whether the Radar can communicate with the camera using the details previously entered. If
there is a problem then:

a) if after 20 seconds the red text remains saying “Initialising connection to the camera.........
then this suggests that the Radar can talk to the camera but either the
username/password that the Radar has for the camera is wrong (in which case go back to
Step 2 and check) or the camera may not have fully started yet (wait and see).

Or

b) if the red text changes to read “No connection to the camera. Please check the physical
connection and details entered” then this suggests either the IP address entered for the
camera is wrong (in which case go back to Step 2 and check) or the physical network
connections are wrong (check cabling and power etc) or the camera is in the early stages
of initialisation after power-up (wait and see).

If all is well and the Radar can connect to the camera then the red text will disappear and
you are then able to continue with the camera alignment process.

To align the camera first make sure you can view the camera video stream on the laptop
(either using another web browser window or a media player such as VLC Player).

In order that the Radar knows what coordinates to give to the camera so it can be steered to
the correct bearing, the Radar and Camera must be calibrated or aligned together. Note that
if at some later time the Camera or Radar are replaced or moved on their mounts then the
alignment procedure must be repeated.

© 360 Vision Technology Ltd
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a) From directly behind the Radar but ON THE OPPOSITE SIDE TO THE ZERO MARKER
(see section, 4. Radar Installation, for a picture of the base showing the Zero Marker
location), look through one of the two Alignment viewing holes in the base of the
Radar. This direction is the “Zero Bearing”.

Alignment viewing
holes (use either)

Alignment viewing holes

b) Pick out an object or feature in the distance that can be seen roughly in the centre of
the viewing hole. If there is nothing suitable then place something in the view or
have someone stand at a suitable location (typically 50 to 100m away).

c) While viewing the camera picture, use the icons on the right hand side of the screen
(see below) to line up the camera image exactly on the same feature that was
identified through the radar viewing hole. Note that the speed of movement can be
changed from fast to slow and back again by clicking on the double arrows in the
centre of the icons — this allows for finer control when needed.

Click to change
- N

speed of camera \@ -
movement : \

Pan and tilt

—
/ control icons

«—— Zoom in or out
icons

Camera control icons on RHS of web-page

<

d) Once the camera is centred correctly then press Next to proceed to Step 4 — Map.

© 360 Vision Technology Ltd
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9 Map - Initial Setup

Step 4 - Map

scan (((;8;))) Step 4"-cvf?

Status
Initial Setup

Settings A satellite map can greatly improve the speed and accuracy of sething up detection zones. If there
arle i5 internst access please enter the location of the radar to download a satellite map.

Clicking '™No map' will allow the detection Zones to be set up without a map, and will skip 2 steps
In the process.

Determine automatically 2]

or

Camera Popup &7
Live Feed

Geographical Location @

or
TargetLogs

System Logs

Maintenance

Help

Diagnostics Z

) [

Initial Set-up step 4: Map

Address @

To make the setting of detection zones easier and for use when viewing targets in Live View,
a satellite map image can be imported from Google maps. Note: to download or view the
map at any time the Laptop must have access to the internet. This is because the Radar only
stores the coordinates of the map not the map image itself. Each time the map is required,
the Laptop/PC has to re-import it using the saved coordinates.

There are 3 ways to get the correct map:

Determine automatically: The Radar has a GPS receiver under its radome which can
provide the Radar’s location if the Radar has a clear view
of the sky. Click the selection box to get map coordinates
this way (note that it can take several minutes from
power-up for the GPS receiver to acquire the satellites).

Geographical Location: Enter Latitude and then Longitude separated by a
comma, such as 51.773265, -0.323975.

Address: Type in the address e.g. 12 Sandridge Park, AL3 6PH.

After choosing one of the above methods, click the ‘Download map’ button to import the
map and proceed to step 5 — Radar Position. If the map does not appear then either a)
internet access is unavailable b) The GPS receiver cannot acquire the satellites or c) the
address or location coordinates entered are incorrect or insufficient.

Note that once a map is downloaded then in all pages where it is used thereafter it will
appear automatically without having to re-enter the address/location details as long as
there is internet access.

Alternatively to proceed without downloading a map, just press the “No map” button. This
will skip steps 5 and 6 relating to locating the Radar and camera on the map.
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10 Radar Position - Initial Setup

Initial Set-up Step 5 - Radar Position

3
scan (((s))) Step5 of 7
07
Status RADAR
Initial Setup POSITION

Settings @0 [ ——
N

Click onthe map 1o

position the radar.

The map may re-center
itself to fit with the new
position of the radar.

Live Feed When the radar isin the
correct location click Mext

Target Logs to continue.

System Logs
Maintenance Q Q
Help

Diagnostics

Initial Set-up step 5: Radar Position

Follow the text on the web-page to position the Radar icon in the correct location on the
map. The two buttons below the text can be used to zoom in and out of the map.

When the Radar icon is in the correct location, press Next to go to Step 6 — Set Zero Position.

Initial Set-up Step 6 - Set Zero Position
- ]
can((s)) Step6 of 7
(0) .............................................
Status SET ZERO
Initial Setup POSITION

=ttings

1 l

Drag the green circle so
that the green line Doints in
the same direction as the
ractar

To aid alignment the radar
N has & notch an its base
Live Feed signifying which direction

it's poirting.
Target Logs

Bysizrri Logs When the radar 15 aligned

; an the mapinthe correct
Maintenance direction click Mextto
Help continue.

Diagnostics

Back | Next

Initial Set-up step 6: Set Zero Position

If using a map the Radar must know which direction it is pointing relative to it i.e. where the
“Zero Bearing” is on the display.

The green line ending in a green dot indicates the direction that the Radar thinks the “Zero”
is aligned in. This must be rotated to point in the same direction as the actual “Zero” mark
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11 Detection zone - Initial Setup

Initial Set-up Step 7 - Detection zones
can (((3)) Step 7 of 7
%) i
Status DETECTION
Initial Setup ZONES

Settings ..................................................................
' Mo Detection Zones

Lise this page to draw
detection zones for the

radar. Only targets within a |
detection zone are reacted |
to

Target Logs
System Logs
Maintenance

Help A
)
Diagnostics @ Y

Initial Set-up step 7: Detection zones

Detection zones define the areas where the Radar will react to targets and also the areas
that it will ignore. At this stage, no detection zones have been set-up and so the Radar will
not react to targets anywhere.

The Radar has 4 “Presets”, each of which has its own adjustable value for “Target
Threshold” and “Clutter” (see Radar Settings in section 8 Further Configuration). These
values determine the sensitivity of the Radar in the zones where the Preset is used. The
user can set different Presets to give different degrees of sensitivity and robustness. Any
of the 4 Presets can then be applied to a detection zone so as to optimise the Radars
performance in different areas for target detection and unwanted alarms. For example
where there are no trees or long grass then a detection zone might use a Preset with low
Target Threshold and Clutter value as unwanted alarms are less likely. Elsewhere if trees
or bushes are present a zone can be created that uses a Preset with a higher Target
Threshold and Clutter value.

Note that all zones will use Preset 1 unless the user selects a different choice i.e. Preset 1
is the default for detection zones. The Presets will all be set to factory defaults during

initial set-up. They can be adjusted later via the Settings/Radar menu.

Detection zones are given one of three priority levels, Low, High or Exclude:
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High If a target is seen in a High priority zone then that target takes
precedence over any targets seen in Low priority zones (which will
be ignored) for the duration of the “Target Delay” time set in the
Radar Settings page. These zones are coloured a deep pink on the
display.

Low If a target is seen in a Low priority zone then the Radar will react to it
as long as no High Priority targets (if there are High priority zones)
have been seen within the “Target Delay” time set in the Radar
Settings page. These zones are coloured a light pink on the display.

Exclude Targets seen in excluded zones are ignored (no VMS alarm, no
contact closure alarm and no camera movement). These zones are
not coloured on the display.

The following initially assumes that a map has been downloaded - at the end of this
section there is a description of how to set zones if no map is available.

When a map is used, any zones created are fixed relative to the map, not the Radar Zero
mark orientation. The opposite is true when there is no map. So for example if a map is
used and afterward the Radar is physically rotated on its bracket then the zones do not
need to be redrawn. Only the graphical representation of the Radar orientation (the green
line) has to be adjusted so the Radar knows where its Zero is relative to the zones on the
map. Whereas if the same was done in the case where no map was used then the zones
would have to be deleted and drawn anew as the actual physical area they cover on the
ground would now be different.

At the start of Step 7, if a map has been downloaded then it will be shown. Also shown will
be the Radar location icon and the orientation of the Radar “Zero” (green line). There will
also be a “spiders-web” grid which has circles every 10m from the Radar (out to 200m) and
radial “spoke-lines” every 10degrees. The colour of the grid can be changed to make it easier
to see and it can also be removed entirely — to make changes to the grid then select the
“eye” icon and following the instructions.

There are 3 different drawing tool icons used for creating new zones:

;"'""\ Draw a circular zone centred on the Radar.
“ To use, select the icon then select the priority level for the zone from the pop-
~e? up menu. Now click on the map at the required distance from the Radar and

the new zone will appear. Note that individual points in the circle perimeter
can afterwards be moved if required.

o----0 Draw a free-hand shape.

ﬁi To use, select the icon, then select the priority level for the zone from the

“-@ pop-up menu. Now click on the map at the first point on the perimeter of the
new zone, then the next and so on. When the last point is done, you must
click on the green tick below the priority options to “close” the shape. Note
that there is an undo icon (next to the green tick) that will remove the last
point entered. If at any time you decide you don’t want the zone you are
creating then click the “X” icon above the zone priority list and all points will
be deleted.

Draw a line with width.
.é.
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To use, select the icon, then enter a width for the line in the box that appears
above the priority options. Select a priority for the zone and then click on the
map at the point where the line should start and then where it should end. A
rectangular zone of the dimensions required will show on the display.

As an example, in the screenshot below all three types of zone have been created. Firstly a
circular zone (fixed range) with priority level “Low”, then an irregular “free-hand” zone with
priority level “High” and lastly a line, which is set as an “exclusion zone” with a width of 10m.

Page 24 of 78

Note the colouring of the zones to indicate the priority level.

Zone created
with the “free-
hand” tool.
Example has
Priority “High”.

Zone created using
“circle” tool for a
fixed maximum
range all round.
Example has
priority “Low”.

zone examples

Zone created using
“Line” tool with
width 10m. Example
shown is priority
“Exclude”.

Zones can be edited or deleted after they are created. To change the shape of a zone then
click and drag on one of the points that form it. To modify configuration of a zone click
anywhere inside it. Its outline will change colour and the priority and configuration options
will appear allowing you to change them - see the screenshot below. To delete the zone

entirely use the “Bin” icon. To leave the zone unchanged press the “X” icon.

Leave zone ' N -
unchanged ZONES
3]
.. Priority
Zone priority —¥ l?-:ﬁrgh
&L
'-..-Ez\;ude
Config preset Target & Clutter Preset
®
chosen for 92
the zone o
(i}
Deletethe Y
selected zone >

Detection zone editing or dIeting .
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The zone boundary is usually defined by a solid, unmoving structure such as a building.
Alternatively trees/bushes may form a natural barrier or may want to be excluded to lower
the risk of unwanted alarms. The zone perimeter may also be determined by a boundary
(e.g. fence or road) that is to be excluded from the coverage area to avoid unwanted alarms
from cars or people passing by legitimately. Further tips and suggestions for how to set the
zones are discussed in Section 8 — Further Configuration.

In the case where no map has been downloaded then the zones have to be created on a
blank view with only the grid and radar shown (see below).

Step 7 of 7
Status DETECTION 5
Initial Setup ZONES .
Settings @0 [ e o Free ;
™,
Use this page to draw 7 . S 2 Py
detection zones for the [ S
radar Only targets withina | v CLLT % \
detaction zore are reacted | na & |
to. || i f i | 1
| | i e L | |
) [ | T\ mBRs=> Q- ] |+ | |
The greenline denotes | | VN |
Live Feed zero degrees (ie. the | NN T /
directon inwhich the radar NS g
Target Logs is facing) A7 \\_\. S .(,f /
System Logs e = 7 £
Maintenance S, X 4
Diagnostics - e i
l'-\‘ G
@ (7

Detection zones example — No Map

When creating zones without a map, the location of the zones relates to the Radar Zero
direction represented by the green line. But because there is no map (and so the zones are
not drawn using the map contours) the orientation of the green line does not really matter
and it can be rotated (grab the end of the line) to whichever direction makes it easiest to
visualise how the grid view relates to the actual orientation of the Radars Zero bearing —
note that any zones created will rotate with it as they are fixed relative to it, unlike when a
map is present.

When no map is used it is important to understand that it makes no difference to the actual
physical detection zone on the ground which way the green line used to indicate the Radars
Zero bearing is orientated on the grid — it is only there to help the installer visualise the
zones they want to create. The physical detection zone in the example shown above will
always start at an angle 90deg round from the Radars installed Zero Bearing and stop at
180deg round, no matter how the orientation is presented on the grid. For this reason, the
two other examples shown below are the same as the one shown above.

© 360 Vision Technology Ltd
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No Map - further representations which are actually the same
Further guidance on setting zones is in “Section 8 — Further Configuration “.
Once the zones are as you want them, then click on the Finish button to exit Initial Set-up.

At this stage the Radar should be operating, detecting targets that occur in the detection
zones and steering the camera to them. However further changes to the configuration are
available beyond those covered in Initial Set-up including:

Fine tuning of the Radar performance

Setting of camera tilt and zoom values for different target ranges

Setting up of alarms to a VMS

Setting of an operating schedule

These, along with other diagnostic, logging and viewing options are covered in the following
sections.
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12 Netowork Connection - Setup

Further Configuration

Network Settings

Select the “Network” sub-heading to access the Radar’s Network Settings page.

scan (((E)))

Status

Initial Setup

Alignment

Detection Zones

Date & Time

VMS Events
Live Feed

Target Logs
System Logs
Maintenance
Help
Diagnostics

NETWORK SETTINGS

Enable DHCP (7]
IP Address 192.168.1.105 (2]
Subnet Mask 255,255.255.0 ©
Default Gateway 192,168.1 1 @
Hosthame scandal Q
DNS Server 192.168.1.1 @
Username admin (7]
Password admin ©
MAC 54-10-ec-42-e5-1c (2]

The Network Settings page

Various Radar related network settings can be changed here. These are:

Enable DHCP
IP Address
Subnet Mask

Default Gateway

Hostname
DNS Server
Username

Password

On/Off

XXX XXX. XXX. XXX

YYY-YYY-YYY-YYY

222.222.222.222

name of the Radar on the network
3aa.aaa.aaa.aaa

username for login to Radar — max
20 characters

password for login to Radar — max
20 characters

A description of each of these is below. You must click ‘Save’ to save any changes to this

screen.

Enable DHCP

IP Address

Sets whether the Radar uses the static IP address entered in the IP
Address field or gets an IP Address from a network DHCP server. If
using a DHCP server then the Hostname (see below) should be used
to access the Radar web page rather than the IP Address listed.

The network IP address of the Radar if not using DHCP.

© 360 Vision Technology Ltd
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Subnet Mask The subnet mask for the Radar if not using DHCP.

Default Gateway The IP Address of the network Default Gateway. If unsure then leave
as default.

Hostname The name which identifies the Radar on a network if using DHCP.

DNS Server The IP address of the network DNS Server. If unsure then leave as
default.

Username The security username to be entered when logging in to the Radar.

This is a maximum of 20 characters. It can be blank.

Password The security password to be entered when logging in to the Radar.
This is a maximum of 20 characters. It can be blank.

MAC This is the MAC address of the Radar (cannot be altered).

13 Radar Target Settings

Select the “Radar” sub-heading to access the Radar’s operational performance settings page.

Target Threshold and
RADAR SETTINGS Clutter settings can
SCany(6
be set for each of the
0 N YW 4 4 Presets if required.
Status Target & Clutter Preset (23 (2)(4)
Initial Setup s’ N
Settings . Select the Preset by
Target Threshold ' {11 @ | clicking the number.
. . The selected Preset is
Clutter B} @ | tircled in black.
Height (m) E 4 @
Camera Popup 51 , ¥
Live Feed Target Size Al ©
T t Speed v
Target Logs SRR i @
System Logs Target Delay 0o 2
Maintenance
Help Enable First Target Alarms s ©
Diagnostics
Frequency Low Band '@ High Band ©
Sync Mode ® |nternal External [2]
En
The Radar Settings page
The various Radar related operational settings can be changed here. These are:
Target Threshold 0 to 8 (for each “Preset”)
Clutter 0 to 8 (for each “Preset”)
Height 1to 8 metres
Target Size All, Small or Large
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Target Speed All, Slow or Fast
Target Delay 0 to 600 seconds
First Target Alarms Enabled/Disabled
Frequency Low or High Band
Sync Mode Internal or External

A description of each of these is below. You must click ‘Save’ to save any changes to this

screen.

Target Threshold

Clutter

Height

Target Size

Target Threshold is the basic setting that determines the threshold
level for detection of targets. The lower the value the more sensitive
the Radar is to targets. However as the Threshold is lowered the
probability of unwanted alarms (e.g. due to trees moving or heavy
rain) rises. So setting the value is a compromise between good target
detection and unwanted alarms and will depend on the site and the
user requirements. A typical compromise value is 2.

Note that a different Target Threshold can be set for each of 4
configuration presets any of which can be applied to a detection
zone. The Target Threshold displayed is for the currently selected
preset as shown at the top of the page with a black circle around it.

“Clutter” in the coverage area, whether from static objects such as
buildings or parked vehicles, or moving objects such as trees in wind,
makes it difficult to spot real targets close by. In particular moving
“clutter” can cause unwanted alarms.

A high “Clutter” setting will reduce the likelihood of moving clutter
causing unwanted alarms. However this can make the Radar less
sensitive to targets.

A typical compromise value is 5. If unwanted alarms occur e.g. due
to trees or grass then the value should be raised. For zones with little
moving clutter (open concrete areas with no vegetation) or where
any unwanted alarms are not an issue, then the value can be lower.

Note that a different Clutter setting can be set for each of 4
configuration presets any of which can be applied to a detection
zone. The Clutter value displayed is for the currently selected
preset as shown at the top of the page with a black circle around it.

The installed height of the Radar in metres.

This is not related to the targets physical size, but instead the size of
the signal it reflects. If this is set to Small or Large then the Radar
uses the parameter as an approximate way of filtering out those
targets which are smaller or larger than a value depending on a pop-
up slider, see below.

Target Size Srmall v

Size Filter Value [ (5)

© 360 Vision Technology Ltd
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Target Speed

Target delay

First Target Alarms

Frequency

Sync Mode

In the example above, targets “smaller” than the equivalent of “5”
will be accepted (the yellow segment), any larger are rejected. If the
Target Size selection is set to “All” then no filtering is done and no
targets will be rejected due to their “size”.

Note: This “size filtering” is only approximate and will not be 100%
accurate as the return signal from a target can vary greatly, but it
may be useful in reducing the impact of targets above or below a
certain level if not removing them entirely.

If this is set to Slow or Fast then the Radar uses the measured
Doppler shift from a targets reflected signal as an approximate way
of filtering out those which are moving slower or faster than a value
depending on a pop-up slider, see below.

Target Speed Slow v

Speed Filter Value [] (5)

In the example above, targets found to be moving “slower” than the
equivalent of “5” will be accepted (the yellow segment), any others
rejected. If the Target Speed selection is set to “All” then no filtering
is done and no targets will be rejected due to their “speed”.

Note: This “speed filtering” is only approximate as the measured
speed is not corrected for the angle of motion, but it may be useful
in reducing the impact of some targets if not removing them
entirely.

Target delay is the number of seconds that the Radar should wait
after seeing a Target in a High Priority zone before it will start to
react (i.e. move the camera, set the Contact Closure alarm, send out
an IP alarm) to a new Target in a Low Priority zone. If either there
are a) no High Priority zones or b) only High Priority zones, then this
setting has no impact.

With enabled then the Radar will react immediately when any
target is seen. If disabled then the Radar will ignore the very first
time a target is seen if there has been no other recent target. This
can reduce occasional unwanted alarms due to intermittent events
e.g. a tree in high wind, but it can mean that a new target has to be
seen twice before the Radar will react.

The radar can operate in two frequency bands, Low Band or High
Band. Generally either can be used, but where there are two radars
installed then setting them to different frequency bands avoids
mutual interference.

Internal Sync should always be selected unless there are multiple
radars in the area. If there are multiple Radars in the same area then
External Sync, which uses GPS Satellite signals to synchronise the
Radars, can be selected to prevent them from mutually interfering
(assuming that the Radars have a clear view of the sky).

© 360 Vision Technology Ltd
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The circumstances when External Sync is required and its
configuration are not covered in this manual. If you have a multi-
radar site and think External Sync is required please contact your
equipment supplier or visit the scan-360 website.

14 Camera Settings (Including Target Tracking)

Select the “Camera” sub-heading to access the Camera settings including Target Tracking
and the Camera Tilt and Zoom settings pages. Note that while in these pages the Radar will
not react to targets as the user may be using the camera as part of the procedure.

There are two parts to Camera settings, these are selectable using the two tabs at the top of
the page titled “Settings” and “Tilt & Zoom”.

scan (((E)))

Status
Initial Setup
Settings

Camera Popup 5]
Live Feed

Target Logs
System Logs
Maintenance
Help
Diagnostics

Settings Tilt & Zoom

CAMERA SETTINGS

IP AddressiHostname 192.168.1.187 (2]
Port a0 ©
Username admin (7]
Password 9959 (2]

Some camera manufacturers such as HikVision and Dahua have
additional login details for ONVIF access, separate to their website
access login. Inthis case itis the ONVIF login details that must be
entered here.

Enable Tracking Off v (7]
Operation on Target [Mane] v (7]

Save

The Camera Settings page

Via the “Settings” tab all network related settings can be entered or changed. Target
Tracking (of which there are two types) can be enabled or disabled. Also any auxiliary
camera related operation can be set that is required when a target is “actioned”. The

options are:

IP Address/Hostname Either the IP Address of the camera

XXX.XXX.XXX.XXX Or its hostname if using
DHCP

Port Network port used by the camera for
HTTP interface (usually 80)

Username Login username for the camera*

Password Login password for the camera*

Enable Tracking Select whether the Radar does Camera
Tracking, Target Tracking or none at all.

Operation on Target Sets the camera to perform an auxiliary

action when a target is “actioned”

© 360 Vision Technology Ltd
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A description of each of these is below.

IP Address/Hostname This is the network IP Address used by the camera or alternatively if

Port

Username

Password

Enable Tracking

Operation on Target

the network is using a DHCP server then it is the network hostname
used to identify the camera

This is the network port used by the camera for ONVIF commands
and responses from the Radar etc. This is usually port 80 but check
with the camera manufacturer if uncertain.

This is generally the username used when accessing the camera login
screen. The Radar requires this so it can control the camera. *

This is generally the password used when accessing the camera login
screen. The Radar requires this so it can control the camera. *

Select either Off, Camera Tracking or Target Tracking.

If set to Off (default) then the Radar will move the camera whenever
it detects a target. If there are multiple targets this can mean that
the camera will move back and forth between them.

If set to Camera Tracking, then even if there are multiple detected
targets the Radar will try to only point the camera at one of them
(until it is no longer seen or is mistaken for another target). In the
Live Feed page no tracking paths will be shown. In Camera Tracking
mode the target the Radar chooses for the camera to move to
cannot be changed by the user.

If set to Target Tracking, then the Radar will try to assign a track to
each of up to 8 detected targets. The Radar will only point the
camera in response to detected targets that are allocated to one of
the tracks (until the target is not seen for a period when a timeout
occurs or the target is allocated to another track). The track selected
for the camera to follow is generally the first track that the Radar
establishes after the last selected track timed-out. In the Live Feed
page tracking paths that the Radar is using will be shown as different
coloured lines connecting the crosses indicating where each target
was detected. In Target Tracking mode the target the Radar chooses
for the camera to move to can be changed on the Live Feed page.

Note that the state of the Enable Tracking setting is shown at the top
of the Live Feed map view. It is also shown on the Status page.

This sets the camera to perform an auxiliary operation when a target
is detected e.g. to turn on the camera lights. The various options
available for the particular camera will be shown in the drop-down
box [note — if any of the above camera network details are changed
then the drop-down options will disappear until a) the Save button is
pressed and b) the page is refreshed and c) the camera re-
establishes communication with the Radar].

© 360 Vision Technology Ltd
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Whichever option is selected can be tested using the Test button.
Note: the detailed set-up of the auxiliary operation must be done
directly using the camera’s own config web-pages.

The time of day when the auxiliary operation is performed (if a
target is seen) can be set using the “Run From” and “Run To” time
settings which will pop-up when an option is chosen — for example
this can be used to stop the camera lights coming on during the day.

* These are usually the normal login details, but some cameras have additional ONVIF login
details in which case it is these ONVIF login details that are required.

You must click ‘Save’ to save any changes to this screen.

Tilt and Zoom settings:
In “Tilt & Zoom” the camera can be adjusted to optimise the view at different target ranges.

Settings Tilt & Zoom @

sCan (((g)))

Status

Initial Setup @
Tilts & zooms can be set for & separate target ranges

Tochangs atilt & zoom, choose the relevant range, adjust the
camera Using the cantrols on the right of the scraen and then press

"Set Tt & Zoom".

0-15m &
1525m

Target Logs 25.50m 7
System Logs

Maintenance
50-100m [ Got
Help

Diagnostics
’ 100-150m

150m#+

The “Tilt & Zoom” Camera settings page

To set-up the view for one of the 6 ranges shown (0-15m, 15-25m, 25-50m, 50-100m, 100-
150m, 150m+) select the appropriate grey button. This will cause the “Set” buttons for the
other ranges to be disabled (but it does not cause the camera to move). While viewing the
camera picture (use a web browser or media player e.g. VLC player), adjust the camera view
using the controls on the right of the screen to get the tilt and/or zoom required - then press
the “Set” button.

Alternatively to see the camera settings for a particular range, press the relevant “Goto”
button and the camera will adopt the currently stored pan and tilt for that range. You can
cycle through all the camera views for the different ranges just by selecting the appropriate
“Goto” button. If a view needs to be altered just use the camera controls to get the desired
view and then save by pressing the “Set” button. Repeat for the other ranges.

Camera Alignment
If the camera alignment needs to be amended then select the “Alignment” sub-heading.
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Follow the instructions already described in “Step 3 of Initial Set-up” in “Section 7 Initial
Configuration” above.

Note that while in this web page the Radar will not move the camera to targets as the user
may be using the camera.

15 Deteclﬁion Zones Adjustment

If Detection Zones need to be amended then select the “Detection Zones” sub-heading.

Note that while in this web page the Radar will not move the camera to targets as the user
may be using the camera. For a map to be displayed the Laptop must have internet access.

Basic instructions for creating Detection Zones are already described in “Step 7 of Initial Set-
up” in “Section 7 Initial Configuration” above. The Detection Zone page accessed through
the sub-heading includes two further icons, one that allows a new map to be imported (or
the current map to be removed) and another for re-positioning the Radar on the map (see
screenshot below).

DETECTION
ZONES
= ;Where a zone folds
@l Q - r back on itself the
: Radar highlights in
":»‘: yellow hatching
possible areas
Set Radar -9 5 where a “NLOS”
positionicon | _¢ZLe = condition may
\ result
Map icon —Y
RS > * P
NLOS warning/Y H - : ;‘@ s

areas

To change or remove the map, click on the Map icon. Two further icons will pop-up, one for
importing a new map and another for removing the existing map — click on whichever is
appropriate (or press “X” to exit without change). If importing a new map (note all zones will
be deleted) then the “Map” web page will load — see “Initial Set-up Step 4” for further
details. After the new map is downloaded, you will be asked to set the Radar position (same
as “Initial Set-up Step 5”) and the Radar Zero Position (same as “Initial Set-up Step 6”).

To change the position of the Radar at any time, click the “Set Radar Position” icon (see
above screenshot) and then click on the map where the new location is required.

If the Radar Zero Position also needs changing then grab the green-line indicating the
current orientation and rotate it as required.

You must press “Save” for changes to be stored.
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NLOS Warning:

The screenshot above shows a yellow warning icon (see NLOS warning). This icon shows if a
free-hand zone is added which because of its shape (perhaps the zone is formed around the
contours of a building) may include areas where the Radar has Non-Line-Of-Sight (NLOS).

On the map/grid view the areas assessed by the Radar as possible NLOS areas will show with
yellow cross-hatching (see screenshot above). The zone shape should be reviewed to see if
these areas really are NLOS and part of the zone is obstructed by a structure e.g. a building.
If the zone shape is then modified (pick a node point on the profile and drag to the new
location) the hatched yellow NLOS areas will adjust to help gauge what changes are needed.

Note: The NLOS warning feature that the Radar provides is not infallible and the user should

always check themselves that the zones drawn are free from NLOS issues.

ADAMS unit port allocation:

If an ADAMS unit is selected in the VMS Settings web-page, then the Detection Zones web-

page when loaded will show additional options when a zone is

selected or created.

When a zone is
selected can

choose which _
ADAMS ports |z| ......................................................
will action when

atargetis seen | Priority
in that zone @i

0 L

O Exclude

Digital Outputs
|BDog  ~|
BDO1 -

Target & Clutter Preset
®
(1 ol
@3
(oF-!

é -~

st

i

To choose which ADAMS unit ports will be activated when a target is seen in a zone, first
select the zone. The Priority, Preset and Digital Outputs drop-down boxes will appear. Use
the scroll bar for the Digital Outputs box to view the different output ports and for each
check the box beside the port number if you want that port to action when a target is seen

in the selected detection zone.

© 360 Vision Technology Ltd

.9 |

A Detection Zone with ADAMS unit port selection option

Page 35 of 78



Predator Radar Installation Manual_V8_1_28 00 Page 36 of 78

Further Zone related guidance:

* Where a building or wall forms the border, the detection zone perimeter should
extend just to the front of the structure. The detection zone should not be extended
further than necessary so as to try and stop target signals reflected from the
structure misleading the Radar. By keeping the perimeter as tight as possible then
such reflections will be rejected as out of range.

* Where zones overlap, the priority of the overlap area is set to that of the last zone
drawn. The same is also true of the Preset used (which determines the Target
Threshold and Clutter values applied for the zone).

* Exclusion zones can be used to mask off objects in the environment (e.g. a tree) if
they are occasionally generating unwanted alarms. Alternatively an active zone can
be drawn around the area and a Preset applied with a higher Target Threshold
and/or Clutter level than used elsewhere (see Radar settings).

16 Date & Time

_ ——— - f e —y m e — e ———

If either a) the Radar current Date and Time need amending or b) the Radar operating
schedule needs setting or amending, then select the “Date & Time” sub-heading.

This has two options selected by the tabs at the top of the page and titled “Date & Time”
and “Schedule” — see the screenshot below.

Setting the Date and Time is essentially done in the same way as in Initial Set-up Step 1 (see
Section 7) except that the date and time initially shown will be that currently in use by the
Radar, rather than that imported from the laptop/PC.

To make a change, use the calendar shown to set the correct date (the left/right arrows
change the month, use the mouse to select the day) and then use the two drop-down boxes
to set the time in hours and minutes. When the date and time are correct then Save.

can((?) il

Status Date & Time

Date & Time Schedule

Initial Setup

Settings The current date and time held by the radar is displayed below. A new
date and time can be enterad, or the radar synchronised to the PC.

= Cctober 2018 ="

MON TUE WED THU FRI  SAT  SUN

Live Feed 15 46 | 17 18 | 19 |20 2

22 23 24 25 25 27 il
Target Logs

System Logs 203
Maintenance
Help

Diagnostics

“Date & Time” settings page

Alternatively the Radar can adopt the time on the Laptop/PC by pressing “Sync to PC”.
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Note that the internal real-time clock is maintained in the event of a power-outage by a
back-up capacitor. However if the Radar has not been powered recently then the time may
need resetting again if it is powered down soon after first use.

17 Schedule

To set a schedule, click on the “Schedule” Tab at the top of the Date & Time web-page.

If a Schedule is not enabled then the Radar will be in continuous operation. The screenshot
below shows the Radar when the Schedule is disabled.

A graphic representation of the current operating hours for each day of the week is shown,
with green indicating active and grey inactive.

Date & Time Schedule

Enable Schedule [+]
The radar is currently running conbinuously

ffthe radar needs 10 operate on & daiky schedule, tick the Enable Schedule checkbox above and set the tmes.

y
WMo ot

Mm Gm Gm mm MM mm G D M W Gm RN mm G @D BN Mm@ Gm W mm oo Gm omm mm wm em omm
1 Monday 1 Tuesday | Wednesday 1 Thueday I Friday I Saturday 1 Sunday

Schedule web page when in 24/7 operation

If the Radar is to be operated to a Schedule then select the Enable Schedule check-box. This
will bring up additional options that allow the setting of “Start” and “End” times for Radar
operation for each day of the week (see screenshot below).

Date & Time Schedule

Schedule
Enable Schedule &l (7]

Mon Tue Wed Thu Fri Sat Sun
Start ironv| 7o0v| FO0v| 700+ [Toce| [roov| im0 e
End ogo0v| omonv| ngoov| ogoov| Ooov| Dmoov|  0mO0 v

Eon Eor

e e s e R S s S SR g g, g e e e S g T,
] Monday | Tuesday | Wednesday I Thuwed ay | Friday Saturday | Sunday

IfFthe End tirme s 52t before the Start time, the radar aperating hours for that day will be:

0000 -= End time
Starttime-» 24:00

In this waw the radar can be set to ooerate outside standard working boirs

Schedule web page when Schedule is enabled
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Use the drop-down “Start” and “End” boxes for each day to set that day’s operational hours.
The graphical representation will change to reflect the hours selected.

Note that to get operation overnight, if the “End” time is set to be before the “Start” time
for that day, then the Radar will operate from midnight at the start of that day up to the
“End” time and then from the “Start” time until midnight at the end of the day (See

screenshot above).

Note: you must press “Save” to put any changes into effect and store them.

18 VMS (Inc ADAMS unit)

To set-up or to change the Radar alarms sent to a VMS or ADAMS unit then select the “VMS

Events” sub-heading.

All VMS related alarm settings can be set here. These are

Enable VMS

IP Address/Hostname

Port
Protocol
VMS

Advanced O

ptions

Set On to enable VMS alerts

Either the IP Address of the VMS or its
hostname if using DHCP

Network port used by the VMS
Select UDP or TCP protocol

Select the VMS from the list *. If the
VMS used is not shown, then select
Advanced Options below

For other VMS, the alarm message
generated by the Radar can be
configured here

* Once the VMS is chosen additional field boxes will appear which are VMS dependant — see
your VMS documentation for details of what is required.

A further description of each of these is below. You must click ‘Save’ to save changes.

scan(()

Status
Initial Setup
Settings

TargetLogs
System Logs
Maintenance
Help
Diagnostics

VMS SETTINGS

Enable VMS

IP Address/Hostname

Port

Protocol

Choose the WIS Lo transmit targets to, If the ¥MS 15 notin the list, or a
bespoke fransmission is raquired, select 'Advanced options'

i

192.168.1.82

.SD

TCP

®

® ® ©

When a VMS is
VS Milzstane v (7] chosen, additional
Event Message 4_/4.// field entry boxes
Expression WallRadar %) will appear. These
are VMS
Aranced oplions dependant‘

Save

Example VMS configuration
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Enable VMS

IP Address/Hostname

Port

Protocol

VMS

Advanced Options

Setting to On enables VMS alerts to the IP address and Port specified
elsewhere on this web page. Setting to Off will stop VMS alerts being
generated

This is the network IP Address used by the VMS (or ADAMS unit) or
alternatively if the network is using a DHCP server then it is the
network hostname used to identify the VMS

This is the network port set-up on the VMS (or ADAMS unit) for
external events e.g. from the Radar.

Select either UDP or TCP IP protocol as appropriate for the VMS
configuration.

The drop-down list shows those VMS systems that the Radar already
has preset message formats for — these entry fields will appear once
the VMS is selected (see ADAMS unit set-up below). Refer to the
VMS documentation for additional information. If the VMS used is
not shown then select Advanced Options - this will allow the Radar
output message format to be customised.

If the VMS used is not one for which the Radar has a preset alarm
message format then select Advanced Options (with Active set to
On). This will bring up a text entry box allowing the alarm message
generated by the Radar to be specified. The message can include
details of the target seen if required — see the screenshot below.

Message

WS list

g ==

Enter the VIS message in the textbox. To choose from a list of WMS's,
select "WMS ist!

The following text can be placed inthe message, and will be replaced with the corresponding target details
when the event iz raised:

%BEARING: Target bearing (indegrees, to 2 decimal places)

%RANGEY: Target range (in metres)

%SPEEDY Target speed (010.93)

SSIZEY Target size (0o 300)

%DATE® Date of taraet (ddimmbyy)

% TIME® Time of target (hhcmm)

Adams unit:

VMS Events Advanced options screenshot

If an ADAMS unit is selected as the VMS then the view below will appear.
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VMS SETTINGS

Enable VMS 4 o
IP Address/Hostname 192.168.1.82 2]
Port 1234 (7]
Protocol TCP v (7]

Choose the VMS to transmit targets to. If the WS 15 nat in the list, or a bespoke

.Choose the ADAMS transmission is required, select 'Advanced options’
input or output port
to be configured (only | VMS ADAM v

1 of each type is
shown at a time
though there may be
many ports available.)

§KDI'D v | Action Ma Action v

DO 0 + Timeout 1

Username

Password

@ @ © @& 9

VMS — ADAMS unit screenshot

To set-up an ADAMS unit, after entering the IP details at the top of the page, enter the
Username and Password for the unit.

If ADAMS unit inputs are to be used to control the Radar operation, select an input using the
DI dropdown box and then select the Action required to be either “Camera off” or “Radar
off”. In the “Camera off” state then the Camera will not be moved by the Radar in response
to targets while the selected ADAMS input port is active. In the “Radar off” state then the
Radar will not respond to targets at all while the selected ADAMS input port is active. Note
that only one input at a time can be set-up using the DI box even though multiple ports can
be available. To set-up a different port change the DI dropdown box number and then
change the action required. Be sure to Save at the end.

If the Radar is to control an ADAMS output port (on a per detection zone basis), then select
the port from the DO dropdown box and then select the Timeout period. To set-up a
different port change the DI dropdown box number and then set the timeout required for it.
You can scroll through the ports to check how each is set by using the DO button. When a
target alarm occurs, the Radar will set the relevant ports to active for the periods specified.
Be sure to Save at the end.

The different ADAMS output ports can be assigned to different detection zones using the
Detection Zones web-page (see the Further Settings: Detection Zones section above).
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19 Camera Pop-up, Live View, Logs, Maintenance,
Help and Diagnostics

Camera Pop-up

Camera Pop-up is intended to make it easier to do Camera Alignment and set Camera Tilt
and Zoom settings by using a smaller window design that can be arranged more easily
beside the camera video on the screen.

Live view:

When Camera Pop-up is selected then a small window appears which contains a miniature
view of the Live Feed and also the camera controls. The Live Feed view will plot targets as
they occur and show target tracks if Target Tracking is enabled. It can be zoomed in and out
using the icons below it.

CAMERA CONTROLS

O,
e
©

GL4S,
Q

Alignment Tilt & Zoom Live Feed

Camera Pop-up Initial Live View screenshot

Camera Alignment:

To do Camera Alignment select the Alignment tab. Now move the camera using the icons
until the camera video shows the relevant feature in the middle of the view and then press
Set. For a full discussion of Camera Alignment see “Step 3 of Initial Set-up” in “Section 7
Initial Configuration” above.

Note that while this window is open the Radar will not move the camera to targets as the
user may be using the camera.
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Tilt and Zoom:

To set the Camera Tilt and Zoom for different target ranges select the Tilt & Zoom tab. Select
the range for which the Tilt/Zoom is to be adjusted. Now selecting the Goto button for that
range will make the Radar set the camera to the current Tilt and Zoom settings for the
selected range. To adjust the tilt and/or zoom use the camera controls to get what is
required and then press the relevant Set button to store the new values.

For a full discussion of Camera Tilt and Zoom settings see “Camera Settings” in “Section 8
Further Configuration” above.

Note that while this window is open the Radar will not move the camera to targets as the
user may be using the camera.

20 Live Feed

Refresh

A

It is possible to view the targets “actioned” by the Radar (i.e. generally when the camera,
VMS alarm or contact closure alarm have been set) in “real time” on a map view of the area
— the Radar will still continue to operate as normal (steering the camera and generating
alarms). To do this, select the “Live Feed” Heading. Note that this is not necessarily all the
targets the Radar has seen, just the ones it has “actioned”.

L |VE FEED © Tracking: Off

Grid Colour
D Dark

Grid Display
¥ Show

Clear Targets After @

LNever v

[l Test Mode @&
") Stop Camera @

) Audio on Target &

Live View screenshot (no Tracking)

The spider-web view of the Radar zones (see above) will be shown along with any previously
downloaded map (if the Laptop/PC has internet access), with the green line/dot indicating
the Radar Zero bearing and with the detection zones shown. Targets will appear as red
crosses with the most recent shown with a red circle around it.

The view can be zoomed in or out and the spider-web grid lines shown, removed or changed
in intensity using the icons on the left of the screen.

© 360 Vision Technology Ltd
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Clear Targets After:

As the number of old targets displayed increases the display will get over-crowded. The view
can be refreshed using the icon indicated in the screenshot view above. Alternatively targets
that have been shown for more than a set time can be automatically deleted by clicking on
the drop-down box under the heading “Clear Targets After” and selecting one of the options.

Stop Camera:

If you want to pause the Camera motion so as to be able to take control of the camera
without the Radar interfering then select “Stop Camera”. Note that when you leave the Live
View page this automatically disengages allowing the Radar to move the camera again.

Audio on Target:
To get an audio alert when a target is “actioned”, select “Audio on Target” and an audible
beep will occur for each target if the Laptop/PC has the facility and is set-up accordingly.

Test Mode:

There is also an option to put the Radar into a Test Mode. In normal operation, activity (e.g.
people or vehicles) causes the Radar to become less sensitive in that area. The higher the
Clutter value (see Radar settings) for the zone affected, the bigger the impact of activity on
the Radar sensitivity and the slower it recovers to normal afterwards. Test Mode stops the
Radar adjusting its sensitivity — this means you can keep walking/testing over the same area
without changing the way the Radar reacts.

Note that when Test Mode is enabled, the sensitivity stays as it was at the time. So if it may
already have been affected by activity you should wait a few minutes before enabling it.

Test Mode is useful if demonstrating the Radar, or if you are installing or testing the Radar it
can allow a better idea of how it will perform when an area is less busy with activity.

Test Mode is automatically disabled on leaving the Live Feed web-page.
Note that when in Test Mode, Tracking is disabled.

Target Tracking:
If Target Tracking is enabled (See Camera settings), then a message stating this is displayed
at the top of the Live Feed map view.

When a target is being tracked, as well as the normal crosses on the Live Feed map
indicating where a target has been seen, the Radar draws a coloured line between the target
points forming a trail. Multiple tracks for different targets are shown in different colours.
The current track whose target the Radar is steering the camera toward is the one for which
the last active point is drawn with a circle around it.

Once a target has not been seen for around 5 seconds then its track is removed from the

display. The track used by the Radar for pointing the camera can be selected by pressing the
“chevron” icon (see below) — this will cycle between the available tracks.
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The “chevron”
icon appears
when Target
Tracking is on.
Press to select a
different track
to be used by
the Radar for
the camera

Grid Colour
“IDark

Grid Display

< Show

| Mewar 7|

—_

LIVE FEED o

Q

Clear Targets After &

—>
= »
| TestMode &

| Stop Camera@

! Audio on Target &

—
| Targettracking enablad

A

21 Target Logs

Live View screenshot (Target Tracking)

Page 44 of 78

Tracks are shown
as coloured lines
between the
detection points
for the target.
The circle
indicates the last
detection for the
active track.

The Radar keeps a Log containing details of up to the last 5000 or so targets that it has
identified, this includes both targets that have been “actioned” (camera moved, VMS alarm
sent, contact closure alarm set) and those that haven’t (e.g. because they were Low priority
or the wrong size or speed). This log can be useful if unwanted alarms are seen in order to
establish what may be the cause as well as providing information for operational debugging.
The log is stored in non-volatile memory so will not be lost if the Radar loses power or is
switched off.

To see the Target Log select the Target Log heading from the list of options. This will load the
details of the last 1000 target which you can then scroll through — at the bottom is a button
to load more targets if necessary.
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Target Log screenshot

© 360 Vision Technology Ltd



Predator Radar Installation Manual_V8_1_28 00 Page 45 of 78

The Log starts with the latest targets seen, previous targets can be seen using the scroll bar.

The information shown for each target is firstly whether it generated an alarm (i.e. was it
“actioned”), then the date and time it occurred, the approximate bearing in degrees relative
to the Radar Zero bearing, the target Range (in metres), an indication of Target radial speed
(unless “-“ which indicates that the target speed was not established), and an indicator of
the Size of the reflected Radar signal (not its physical size). The Info column is for
Engineering purposes only.

The Speed shown relates to the “Target Speed” setting in the Radar Settings page by a factor
of 2. So for example if “Slow” targets are selected in Radar Settings and a value set to 1, then
only targets with a “Speed” as measured by the Radar (radial speed) of 2 or less will be
accepted (also those when the speed could not be determined).

The Size shown relates to the “Target Size” setting in the Radar Settings page by a factor of
20 and then plus 5. This means that for example if “Small” targets are selected in Radar
Settings and a value set to 1, then only targets  with a size as measured by the Radar of 25
or less will be accepted. If set to a value of 2 then only targets of “Size” 45 or less will be
accepted. Note that the Size value is limited to a displayed value of 220.

Note that the Log is only updated when the web browser page is refreshed.
22 System Logs

The Radar keeps a log of various system related changes and events as they occur. This
allows the user to see if changes to configurations have been made and if so what and when,
when firmware changes were made, if the camera is responding to targets, when web pages
were entered etc.

SYSTEM LOGS @

Murnber of logs: 1000 ) m

Camera ¥ Page Entries ) Saves ¥ Upload ¥ Security ¥ Other &

Filter by term:

Date Time Description

10710018 1404:49.0  Insall suceeeded

100 1404454 Upload succeeded

1010415 1904930 Uploading website firmnare
View 1040013 1401:29.4  Save succeeded

10/1048  1401:20.2  Saving radar settings

100012 13:59:508 Camera responding to targets

oriOfE Ssaare tt‘::;neza stopped fram responding to
View  10M0/13 1350458 Save succeeded
10/10018  13:59:455 Camera responding to targets
100018 1359:41.6 Saving radar zettings
100048 369372 Move camera to position

Camera stopped from responding to
targets

10MM008 A386:51.2 Camera responding to targets

Camera stopped from responding to
targets

View  10M0/M3 1356458  Save succeeded
10M0M8 1366458 Camera responding to targets
10/M0018  A2:56:29.4  Saving radar zettings
1010418 13.56:20.0 Move camera to position

10MM0ME 1353526

10/10092  12:66:46.8

Camera stopped from responding to

1041008 125627 .8
targets

System Log screenshot
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The type of entries that are displayed can be selected using the various tick boxes at the top
of the page (Camera related, Page entries, Saves, Uploads, Security related, Other) — this
makes it easier if searching for particular types of event.

There is also a Search facility — enter a term and press the Search button for relevant entries.

The date and time of each entry in the log is stated. Whenever a change of configuration is
made and Saved, the Radars configuration at that time can be reviewed by clicking on the
entry. This brings up (to the RHS of the page) the various Radar configuration settings after
the change was made, with the parameters that were altered highlighted in yellow (see
screenshot below — in this case the Radar position and Zero orientation were changed and
zones added). The list of configuration parameters can be scrolled up or down. At the
bottom is a “Restore” button — clicking on this will set the Radar back to the configuration
settings shown under “Value” (not “Previous Value”). This can be useful if configuration
changes have been made in error that you want to roll back.

SYSTEM LOGS @

Mumber of logs: 1000 m

Camera ! PageEntries L Saves ¥ Upload #  Security @ Cther &

Filter by term:

Date Tirne Dezcription Field “alue Previous Waue
10A0/E 1404490 |nstall suzceaded “ Camera Tilt3 0055000
10M0/M8 1404464 Upload succesdad Camara Tt -0.094000
10M0M8 1404435  Uploading website firmnare Camera Tilt5 .0.022000
Wiew  A0A0ME  1401:29.4  Save-succeeded Camera Tilt6 -0.014000
10/410/18  12:01:28.2  Saving radar settings Camara Zaom 4 0.023400
Wiew  0M0ME 13:58:45.8  Save succeedzd CarmErs Zoama. 0.025020

ADMDME 13:59:416  Saving radar settings

Camzra Zoom 3 0.026520
View  10M0M8  13:56:45.8  Save succeedad Camara Zaom 4 0.028700
A0M0ME  12:58:99.4  Saving radar settings i AR 0.033540
10/0/18 1335414 Rebooting Sl 0038000
10/10/13.  13:35:40.2° Upload susoeeded ParimeterLatitide 51773441 51773670
401048 13:35:25.4 Uplvading operational firmuwvare Ferimeter Longtitude. 022215 0324070
A0MOME  42:04:00.8 Save succaadad CamaraPort =0
10M0M8  12:04:01.6  Saving datedtime Parimeter Offset X 200
Wiew  A0M0ME 1138026 Save succesdad Perimeter Dffset v 200
A0M0ME 1137878 Saving radar settings Perimeta;Zara Bngle 226 0
G BRI R EE Ferimeter Zones Set Mone set
View  A0M0ME 11:13:200  Save succeedad Radar Tamet Delay o
10M0/M8  11:13:088  Rebooting WMS Part 20
1040418 1113070 Rebool Initlated by user Camera A Command
104048 1112420  Rebooting Camera dus Fram o000
A0M0MME 11:12:40.8  Reboot initiated by user Camera Aux To o000
1041018 11:10:34.4  Rebooting Camera IP Address 102.168.1.187
10M0/18  11:10:83.2  Upload succeeded eurhara e aoo
101048 11:10:22.6  Uploading operational firmuare Clamaras ST admin
Wiew  10A0M8 40114006 Save succeedad Perimeter Use Map Yas

System Log screenshot showing previous changes made to config

Lastly the Log can be saved. Enter the number of logs to be stored and then press the
“Retrieve” button. This is really intended for debugging purposes.

23 Mqintenance

Select the “Maintenance” Heading from the list of options in order to:
Upload new Radar firmware or website files
Reset the Radar operational configuration to use default values
Upload a different Radar configuration
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Download the current Radar configuration

The Radar Processor firmware, Radar Operational firmware or the Radar website can be
updated to newer issues as and when they are made available via your equipment supplier
or potentially direct from the manufacturers website.

Select “Choose file” for the appropriate update type and then locate the file. Repeat if there
is more than one type of Upload to be done. When ready press the Upload button. A pop-up
box will show indicating if the file has been uploaded to the Radar and then if it has been
verified and installed, this may take a minute or so. After the process is complete the Radar
will load the Status page. No configuration changes will generally have been made and the
Radar will recommence operation typically 30 seconds or so later.

can(((E))) MAINTENANCE

Status [f you have received new versions of firmware foryour Scan 360 radar, you can
install them by following the instructions below.

Initial Setup

Settings 1. Save the new files to your computar.

2 Use the selection buttons to find each file onyour computer,

3 Click on the 'Upload' button and the new files will be automatically installed.
The radar will inform yol on completion.

Processor Firmware '_Choose file | Ma file chosen
Operational Firmware | Choose file | Mo file chosen
Live Feed Website Firmware _Choose file | Mo file chosen

Target Logs
System Logs
Maintenance
Help
Diagnostics

Reset Configuration (7]
Download Configuration [ 7]
Upload Configuration | Choose file | Mo file chosen Q

Maintenance web-page screenshot

To reset the Radar operational and configuration parameters back to their default settings
(everything except the Radars network settings), press the “Reset Configuration” button.

To Download the Radar configuration to your PC so it can be stored and Uploaded at a later
date either into a replacement Radar or to restore a previous set-up, press the “Download
Configuration” button. This will create a .dat file containing all the Radar configuration
details.

To Upload the Radar configuration so it can be restored into a replacement Radar or to
restore a previous set-up, first select the Choose file button next to the “Upload
Configuration” button and locate previously stored .dat file, then press the “Upload
Configuration” button. All the Radar’s configuration details will be restored to the previously
downloaded settings. Note that the Radar network settings will also be changed if different.
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24 Help and Diagnostics
Help

Select the “Help” Heading from the options and click on the “+” icon next to one of the
topics listed to get Help text relating to that topic.

Diagnostics

The Diagnostics web page is for Debugging and Engineering purposes. Analysing the
Diagnostics information can be a useful way to analyse in depth what the Radar has been
doing. The Diagnostics data can be downloaded and stored for further analysis using the
“Retrieve” (first set number of minutes to be downloaded) or “Retrieve all” buttons.
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25 Operation and Performance Check

If the Radar has already been correctly configured on a previous occasion then on any
subsequent restart, after around 15 seconds it will enter “Target Mode” and
approximately 30 seconds later it should start full operation and react to suitable targets.

Correct operation of the Radar should be checked in particular to ensure that:
a) the camera moves to target as expected.
b) zoom and tilt are optimum for different target ranges.
c) detection zone locations and settings are correct.
d) unwanted alarms are absent/minimal.

Performance is best tested with a vehicle as will be more easily picked up by the Radar than
a person walking. Also at large sites, testing performance by walking all round the area can
take a long time. Testing is best done with two people, one providing the target and the
other observing the movement of the camera. Consider using Test Mode (see Section 9, Live
View) to avoid the Radar sensitivity changing while you test (see below).

Other points to make when testing the Radar:

1. The Radar reacts best when the target is moving away or toward it rather than
around it due to the larger radial velocity of the target causing a larger Doppler shift
in the reflected signal. So just walking/driving around the boundary in a circle will
not necessarily be a good test.

2. Unless Test Mode has been selected (see Section 9, Live View) then once a targets
crosses an area the Radar will be temporarily (a few minutes) less sensitive in that
area. So testing should not be repeated over the same small patch as this will give an
unrealistic impression of the performance.

3. Gauging the level of unwanted alarms can be difficult especially if the coverage area
contains vegetation such as long grass, trees or bushes that can move in the wind. In
this case, particularly if it is a still day, don’t be tempted to lower the “Target
Threshold” or “Clutter” settings too far (see the Configuration sections).

Create different detection zones for areas that have different characteristics or
requirements and then apply suitable Presets (for Target Threshold and Clutter) so
as to get the best overall site performance.

4, Close-in performance depends on the installed height. It can be improved by
lowering the installed height (though this may impact longer range performance if
there is obscuration). Consider creating a detection zone near the Radar using a
Preset with low “Target Threshold” or “Clutter” settings — this can improve nearby
sensitivity but won’t raise the risk of unwanted alarms in other zones.

Close-in detection may also be artificially improved by setting the “Height” in the
“Radar Settings” web-page to a higher value than the Radar is actually installed at.

If any aspect of the operation is not optimum then reconnect the laptop, launch the Radar
website and then follow the relevant instructions from the configuration sections above. In
particular if the camera is always moving to the wrong bearing then the Alignment (camera
calibration) routine should be repeated.

© 360 Vision Technology Ltd
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26 Trouble-shooting

No Radar web page access

If Radar web pages are not available on the laptop browser a minute after power-up then:

1. Check that a compatible fixed IP address has been set for the laptop (see section 6
“Initial connection to the Radar” and also the TCP/IP settings in the laptop “Control

Panel”) and that it is connected to the network.
2. If the Radar has been set for DHCP then try to bring up the web page by using the
Radars given Hostname e.g. http://abcdefg (default hostname is currently scan360).
3. Check that the Radar’s Ethernet cable is correctly crimped and inserted to the RJ45

connector on the Radar base and that the Radar is provided with a suitable working
POE source (e.g. a POE Switch or Injector).

4, If there is still no connection then it may be necessary to reset the network settings
of the Radar using the “Radar Network Settings - Reset to Default” procedure (see
section 6). Once done the Radars IP address is reset to 192.168.1.105, the username
and password are both reset to “admin” and DHCP is set to Off.

If there is still no connection to the Radar (and the Ethernet cable, Switch and POE source
have already been replaced) then the Radar itself may have a fault and you should contact
your supplier concerning any repairs/replacements.

Camera not moving during Configuration

If the camera does not move in response to commands during the relevant configuration

procedures (e.g. Alignment, Detection Zone setting, Camera and Tilt/Zoom settings etc) then

check the following:

1 The camera address, port, username and password that the Radar shows in the
Camera Settings page are set correctly and that the Radar and camera are on the
same IP network range (unless using a router). Note: Username and Password are
usually the camera’s normal login details, but some cameras have additional
“ONVIF” login details in which case it is these “ONVIF” login details that are required.

2 The cabling of the external Ethernet network switch and POE source is such that the
Radar is connected to the camera as well as the laptop and that the camera has
power.

3 Use the laptop to connect directly to the camera to check that it is operational.

4 If the camera still does not respond to the Radar but it does respond correctly to the

laptop then the Radar may have a fault and you should contact your supplier
concerning any repairs/replacements.

Radar not responding to Targets

If the Radar can control the camera during configuration (see above) but, after a few
minutes of operation, the camera is not moving at all in response to significant targets
(vehicles) then check the following:

1 If using a Schedule check using the configuration “Date & Time” web page that the
Radar is set to the correct Scheduled operating hours and that the time is set
correctly.

2 Check that the laptop is not using any of the web pages (Alignment, Detection

Zones, Camera or Tilt and Zoom Settings) that stop the Radar moving the camera in

response to targets, including the Camera pop-up window.

On the Status web-page check that the Disable Radar box is not set.

4 On the laptop check on the Detection Zones web page that the detection zones are
correctly placed, of the correct priority and that the target is within the active zone.

w
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If a map is used then also check that the Radar location on the map and the
orientation of the green “Zero bearing” line are correct.

5 On the laptop check on the “Radar Settings” web page that the Preset for the
relevant detection zone does not have “Target Threshold” and “Clutter” settings set
too high (see section 8 “Further Configuration”).

6 On the laptop check using the “Radar Settings” web page that the “Sync Mode” is set
to “Internal” and not “External” by mistake.

7 Check the Status web-page for any error messages (see Status messages below).

8 Restart the Radar and see if this clears the fault.

If the Radar still does not respond then the Radar may have a fault and you should contact
your supplier concerning any repairs/replacements.

Date/Time wrong

The Radar date and time should be set (if incorrect) during the configuration process if the
Radar target log is to be used or if a schedule is to be applied. If at a later point the
date/time is then found to be wrong this is due to a power outage. Note that the internal
hold-up capacitor (there is no battery to replace) lasts for around 48hrs if fully charged.

Radar giving unwanted alarms

Unwanted alarms can be due to several different effects. These are covered separately

below.

1. Check that the detection zones are set for the correct areas and that the “Zero
bearing” position and the Radar location are correctly indicated on the detection
zones map (see the configuration sections above).

2. Check that the Radar’s view to all detection zones is unobstructed and that there are
no “Non-Line-Of-Sight” issues that may cause reflected targets to appear in the
wrong places (see “Detection Zones” in section 8 “Further Configuration”).

3. Unwanted alarms due to trees, bushes or long grass can be reduced by raising the
Radar “Target Threshold” and/or “Clutter” settings for the applicable Preset used for
the detection zone or using a different Preset with more robust settings — see the
Radar Settings menu (section 8 “Further Configuration).

Alternatively if possible apply an “Excluded” detection zone over and around the
relevant area so they cannot generate alarms anymore (see “Detection Zones” in
section 8 “Further Configuration”). If possible keep grass short i.e. < 150mm or 6”
long.

A further option is to disable “First Target Alarms” in the Radar Settings menu. This
stops the Radar reacting to isolated one-off target detections and can be very
effective in reducing unwanted alarms.

4. Unwanted alarms due to heavy rain can be reduced by raising the “Target
Threshold” and/or “Clutter” setting in the configuration web page Radar Settings —
see section 8 “Further Configuration”. Also try disabling “First Target Alarms” in the
Radar Settings menu

VMS not receiving Radar Alarms

If the Radar is detecting targets but the VMS is not receiving any alarms then check:

1. On the Radars VMS Events web page check that the “Enable VMS” select box is set.

2. That the IP Address (or Hostname if using DHCP) for the VMS is correct and that the
network port shown for the VMS is correct.
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3. That the correct VMS variant is selected and that the VMS dependant message
content exactly matches that expected by the VMS.

If the VMS is still not receiving alarms from the Radar (and it is known that the Radar is
seeing targets) then check the network connections and any routing between the two and
consult the documentation for the VMS to be sure that it is correctly set-up. If necessary,
contact the VMS supplier for additional help.

Camera not steered to targets correctly
If the camera consistently points in the wrong direction when a target is detected then the
camera “Alignment” routine should be repeated — see section 8 “Further Configuration”.

Restore configuration

If the Radar configuration is inadvertently modified then you can restore previous
configurations through the “System Log” web page by using the “Restore” facility — see
section 9 “System Log”.

Alternatively if the configuration was previously downloaded and stored on your Laptop/PC,
you can use the “Maintenance” web page to upload it back to the Radar to restore the old
configuration — see section 9 above.

Status Page messages
The status page shows 8 different categories of status messages. These can indicate if the
Radar has basic configurations that have not been set and if there are connectivity or other
issues. If there is a perceived problem a yellow warning triangle will appear next to the
relevant message title.

The possible messages for each of the 8 categories are listed below with their implications:

“Overall Status” messages:

A “Target detection disabled. Radar disabled by the ADAM unit”
“Target detection disabled. Detector busy”
“Radar not operating correctly. See warnings below”
“Target detection disabled. Installing processor firmware”
“Radar operating correctly”
“Target detection disabled as outside operating hours”
“Target detection disabled. Running startup procedure”
“Target detection disabled. Radar disabled by the operator”

IO TMmMmoOoO®

Interpretation:

A An ADAMS unit associated with the Radar has an Input configured which has

caused a message to be sent to the Radar to disable it.

A temporary internal process is underway or there is an internal error.

C A configuration or connection issue is present. A further message related to
the problem should be displayed in one of the other message categories.

A firmware update is underway.

E The Radar has a configuration that includes settings in all the basic
categories (e.g. a detection zone has been created), the Radar has
successfully connected to the user specified camera and is not disabled by a
Schedule.

F A Schedule is active and the Radar’s current date and time settings match an
OFF period in that Schedule. As a result Target detection is disabled.

os)

© 360 Vision Technology Ltd



Predator Radar Installation Manual_V8_1_28 00

G

The Radar is starting-up.
The operator has disabled the Radar either via the buttons on the Status
webpage or Live Feed web-page.

“Date and Time” messages:

A

“Check Date/Time as clock stopped during last power cycle”

Interpretation:

A

The Radar has been powered down for some time and as a result the
internal date and time is corrupted. Go to the Date and Time web-page and
set the time if a Schedule is to be used.

“Schedule” messages:

A
B
C

“Continuous detection”
“Set. Within operating hours”
“Set. Outside operating hours”

Interpretation:

A
B

C

No Schedule is set so the Radar will operate continuously.

A Schedule is set and the Radar’s time and date correspond to an operating
period of the Schedule. All other issues aside the Radar will react to targets.
A Schedule is set and the Radar’s time and date are currently outside the
Schedules operating periods. The Radar will not react to targets at this time.

“Detection Zones” messages:

A
B

Set
No detection zones created

Interpretation:

A

At least one detection zone has been created. All other issues aside then the
Radar will react to targets in those zones.

No detection zones have been created and so the Radar will not react to
targets. There must be at least one detection zone set-up for the Radar. Go
to the Detection Zones web-page or use the Initial Set-up procedure.

“Camera” messages:

A

TMm OO W

Camera connected

Initialising

No connection to XXX.XXX.X.XX
No camera details entered
Inactivated by the user

DNS lookup failed for XXXXXXX

Interpretation:

A
B
C

The Radar has successfully connected to the camera specified by the user.
The Radar is in the process of trying to connect to the specified camera.

The Radar cannot connect to the camera at the specified IP address. This
could be due to an incorrect IP address, incorrectly entered camera
username or password or a network connectivity or cable problem.

The camera IP address has not been provided to the Radar yet. Go to the
Camera web-page and enter the camera details.
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A Radar web-page is open in another browser tab which allows the user to
move the camera i.e. the Camera, Alignment or Detection Zones web-pages
is open. To avoid the Radar moving the camera during these procedures,
camera movement by the Radar in response to targets is inactivated. When
the relevant web-page is closed the Radar will return to normal operation.
The Radar cannot find the Hostname provided for the Camera. Check the
DNS server, network connections and the camera details provided in the
Camera web-page.

“Tracking” messages:

A

B
c
D

Off

Camera tracking enabled
Target tracking enabled
Off (Test mode enabled)

Interpretation:

A

Tracking is off (see the Camera web-page) and so the Radar will move the
camera to targets as they are seen without trying to follow one in particular.
Camera tracking is enabled (see the Camera web-page) and so even if there
are multiple detected targets the Radar will try to only point the camera at
one of them (until it is no longer seen or is mistaken for another target).
Target tracking is enabled (see the Camera web-page) and so the Radar will
try to assign a track to each of up to 8 detected targets. The Radar will only
point the camera in response to detected targets that are allocated to one of
the tracks. The track selected for the camera to be aimed at is generally the
first track that the Radar establishes after the last selected track timed-out.
The Radar is in Test Mode (see the Live Feed web-page) and so Tracking is
disabled whether or not it is selected in the Camera web-page.

“VMS” messages:

A
B
C

VMS connected
No VMS details entered
DNS lookup failed for XXXXXXX

Interpretation:

A

The Radar is able to connect to the IP address provided by the user for the
VMS. Note that this does not mean that the VMS is receiving Radar
messages as the Radar cannot tell if this is the case. If the VMS is not
responding to Radar alarms then check the VMS web-page settings.

No VMS details have been given to the Radar. Go to the VMS web-page and
enter the details required.

The Radar cannot find the Hostname provided for the VMS. Check the DNS
server, network connections and the VMS details provided in the VMS
Events web-page.

“Disable Radar”:
When the Disable Radar box is ticked the Radar will not respond to targets at all.
This remains the case even if the web-page is closed down.
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27 Specification

Operating Frequency Band:
Technology:
EIRP:
Polarisation:
Scan-rate:
Maximum range:
Target angular resolution
Target range resolution
Installation height
Detection Zones
External Interfaces
Network
ALARM output

Multiple Radar Sync method
Power Supply Voltage
Power consumption
Hold-up for RTC
Mechanical:

Dimensions

Weight

Fixings
Operating Temperature
Approvals

Routine Maintenance
RF Hazard
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24.05 to 24.25GHz (licence exempt ISM band)
FMCW Radar

+20dBm

Linear

360degrees per second

200m

approx 2.6deg

1.5m

2 to 4 metres recommended, maximum 6m
Multiple. Free-form, user defined.

Ethernet 100Mbps, RJ45 port

Volt free contact (relay). Max applied voltage 24V. Max
current 30mA. Active Impedance 450hm nominal, Inactive
impedance > 100Kohms.

Internal GPS

POE (802.3af or at)

10W nominal

Internal capacitor (provides > 48 hours fully charged)

248mm diameter 310mm tall (ignoring studs/
connectors)

3.3Kg

4 off M6 studs on a standard 101.6mm (4 inch) PCD

-20 to +55deg C (optional —40 deg C with internal heater)
EN300440 RF

EN301489 EMC

IEC60950 Safety

None

None (< 0.5mW/sq cm average at the antenna)

max,
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Predator Configuration

28 Connections to the camera

Locating the Predator on your network

Default IP Address 192.168.1.187
Subnet 255.255.255.0
Gateway 192.168.1.4

Using the DVR management software, 'ONVIF Device manager' or 360 Vision discovery Tool (which can be
found on the CD supplied, from 360 Vision Technology web site or technical support) to find the IP address of
the Predator. Note the ports used by the Predator are:-

Protocol Port
ONVIF/HTTP 80 TCP
RTP Stream 1 6970 TCP/UDP

RTCP Stream 1 6971 TCP/UDP
RTP Stream 2 6972 TCP/UDP
RTCP Stream 2 6973 TCP/UDP
RTSP 554 TCP
360 SDK 3600 TCP
360 Event 9001 TCP

Connecting to the Predator

Type in the IP address of the Predator into the address bar of Mozilla Firefox. The web page of the camera will
appear.

+
| & ¢ o i £ 192.168.1.157 o i D =

VISION

TECHNOLOGY

usemame || D

B Remember Password

Login

Predator Web Page Login screen

Enter the User Name (default is admin)
Enter the Password (default is 9999)
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If you select the box 'Remember Password' it could compromise the security of the Predator camera
select login.

Camera Select Login

0 The web page will show JPEG images every second (See Browser - page 73)

360 Vision Technolegy Limited X

¢ @

Browser

Application

For live video please use the 360 HD Discovery/Config tool, this can be downloaded from the camera
web page
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There are six main tabs on the left of the web page/screen

Live View
Settings
Add/Edit Users
Maintenance
Browser
Logout

O HWN-=-

29 Live View Live Video

« e W O B 1921681157/ lagon htmi¥ o Q Search mwem =

Live Video b e R

M H2G4{182001080)

Seek

The Live Video page offers options to:-
« Stream - Choose required stream from drop down selection.

1 X Display - Use to show selected stream as full screen.
Pan/Tilt - Use the up down left and right buttons to move the camera to the desired position.

.

Zoom In/Out - This will operate the optical and digital zoom (if digital zoom is enabled).

(See camera - Digital Zoom - page 65)

Focus Far/Auto/Near - This will operate the manual focus near, far, or automaticly

(See camera - AF Al when PTZ - page 65)

* Iris Open/Auto/Close - This will operate the manual iris open. close or automatic as required

(See camera - AF Al when PTZ - page 65)

Preset Seek/Define - This will allow admin and operator user levels to seek or define presets (Viewer
user level can only seek presets). ( See Advanced Features - Presets - page 63)

« List all presets - Use to show all presets o programmed presets in drop down selection box.
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30 Status
Status page shows information relating to the camera status

Live Status

Refresh © Manual & Soamn

Camera : 'Predator HD'

Camara Time Timezona

1P Address Firmware Version
Zoom Range Hardware Version

NTP Status

Video Streams

CODED Resolution Rate Control  gual RTP Block

1080 0 - T

IF Address

system

Uptime
Network Transmit
Network Receive

Storage
Transmit Total
Receive Total

Current Status

Pan Position Pan Proportion Pan Moving

Tilt Position Tilt Proportion 8.( i1t Moving

Zoom Position

currant
Foous Mode
Iris Mode
Sensor Mode
White Lights
Wiper

Power Use

Frame

Status page, top section.

IP Address
Zoom Range
NTP Status

Video Streams

gtraam 1

Streaming

Time

System

uptime

Prasat

Zoom Proportion
Night Mode
Focus Position
Iris Position
Focus Range

IR Lights
Washer

Attack Deteot

Statistics

Firmware Version

40, Hardware Vers

ISABLED

CODED Hesolution Frame Rate

CVBE

1P Address
192.166.1.15

Storage

Rate Control

ion

guality

Zoom Moving
Night Presets

Iris Attenuation

Brightnass

IP Ratio RTP Blook

LT

Natwork Transmit Transmit Total

Network Receive Raceive Total

Current Status

Pan Position
Tilt Position
Zoom Position
Current Preset
Foous Mode
Iris Mode
Bansor Moda
White Lights
Wipar

Fowar Usa

Frame

Frame Size

Frame Average

I-Frame Average I

Max

Pan Proportion
Tilt Proportion
Zoom Proportion
Night Mode
Foous Position
Iris Position
Focus Range

IR Lights
Washer

Attack Detect

Statisties

Transmission

P-Frame
Frame

I-Frame

Status page, bottom section.
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» Refresh - Select an automatic page refresh option.

» Camera - Shows information relating to the camera time & date settings, the version of codec and
mainboard software loaded

* Video Streams- Shows the current video streams configuration.

» Streaming - Shows the IP address of the PC that is receiving the video streams.

» Current Status - Shows the camera function information, i.e. PTZ positions, wiper and lamp activity
etc

» Frame Statistics - Gives information about the video stream, how big the frames are, how big the |
frames are, how long it is taking to transmit the frames.

31 Settings

Video
- ¢ @ ® 192.168.1.157, o O @ Q search o =

Cancel

The Video page, offers options to setup:-

» Camera - Add or edit the camera name.

» Stream Type - Choice of single or dual video streams.

* CODEC - Choose which compression format, the stream will use. (See page 77 table of
options)

* Resolution - Set what resolution the stream will use. (See page 77 table of options)

Stream Tabs, offer options to:-

* Framerate — Configure how many frames per second (fps) the stream uses.
(Also see section — Camera — Sensor Frame Rate — page 65)

« Bit Rate — set the bit rate that the stream will use. Type in figure in K bps. (E.g 4000Kbps is
4Mbps)

* Rate control — Configure the rate control of the stream, choices are VBR (Variable) , CBR
(Constant), and CVBR (Constant Variable, limited to 8Mbps).

Overlay Options

» Date - Selecting this option will show the data as text on the video stream.
(See section - Date/Time — Page 67)

* Time selecting - this option will show the time as text on the video stream.
(See section - Date/Time — Page 67)

* Text - Selecting this option will show the selected text on the video stream. Position available are
top left or right of the image.

» Detailed info - This will show the information about the stream on the video
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+ Custom A - Current Preset - Used to show the stored preset text when the camera is at the preset
position. Text will be shown on top line of video.

« Custom B - Current Preset - Used to show the stored preset text when the camera is at the preset
position. Text will be shown on second from top line of the video.

RTSP URL
« Copy - Use this option to copy the RTSP URL

Overlay Options
+ Date Position - Choose date text to bottom right or left of the image.

* Time Position - Choose time text to bottom right or left of the image.

+  Show Sub-stram - shows second sub-stream if enabled..

* RTSP authentication - Choose to enable or disable authentication on the RTSP stram
* D1 16:9 aspect ratio - Choose to output a 16:9 aspect ratio or the default which is 4:3

0 Choice of analogue or digital/IP video output.
Camera will perform an automatic reboot when this option is changed.

OK to program the new settings into the Predator.
Cancel to abandon the changes to the video settings.

32 Video Advanced
« [~ ® 192.168.1.157, 7| | Q search m o =

Video Advanced

Multicast
W Enabje

Cancel

Multicast
Tick the box to enable ‘multicast’. If the box is not ticked then ‘unicast’ is
selected.
. Multicast Stream 1 - Set IP address and port for stream 1.
. Multicast Stream 2 - Set IP address and port for stream 2.
(See Video - Stream Type - page 60).

Concurrent Uni/Multicast - Enable to allow concurrent unicast/multicast streams.

RTSP protocols allow ‘multicast’ or ‘unicast’ transmission. In addition to the ‘multicast’ feature being
available on the Predator, the ‘multicast’ feature must also be available on the receiving device.
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Unicast
If lots of receivers (users) want to receive video streams from the Predator, each receiver will have a

separate video stream. This would increase the network bandwidth used. E.g. five users would require five
video streams, that typically will require five times the bandwidth.

Multicast

If the receivers of the video streams are suitable for using ‘multicast’ and the video streams will all have the
same format, then it may be possible to use ‘multicast’. In this mode, the CODEC in the Predator chooses a
‘new UDP address’ (Typically an address which is outside the normal range of addresses for the network to
which the Predator is connected) and sends a video stream to the ‘new UDP address’. Multiple receivers can
then access this single video stream. Consequently the bandwidth that is required by the Predator is typically
reduced to the single video stream.

When using ‘multicast’ all intermediate network-switches and routers must be set to allow the stream from the
‘new UDP address’ to be routed correctly.

Configuration
Use the below settings to set how the video is sent, adjusting the settings can help to eliminate any ‘stutter’ or
‘pulsing’ on the video image.

Stream 1
IP Ratio/GOP value G ) :
(Type ina number) 25 (default) E.g. 1 ‘i-frame’ every 25th image.
RTP Block Size 1448 (default) Range 0 (Ethernet MTU), 1440 to 65500
: Range 0 to 99
IGlely i e Y (average frame size x value/10 = i frame size)

Unicast Stream Limit
« Used to set the unicast stream limit.

Streamer Version
= Option allows the user to set the video streamer version. Options are original and 2016a.

OK to program the new settings into the Predator. Cancel to
abandon the changes to the advanced video settings. Default is
used to factory reset the video stream settings.
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33 Advanced Features

| &

b c @ ® 192.168.1.157, B - @ % Seartt In @

Retresh Go

tsels

Cancel

The Advanced Features page, offers options to:-

» Camera — Cannot be edited, shows label/name given to the Camera.(See section Video — Camera — page 60)

A ‘Preset’ is a stored view. When a preset is defined, it will store the pan, tilt, zoom and iris positions. Use the up, down,
left and right buttons to move the camera to the desired position and then use the zoom buttons to set the image as
required.

Set Preset using the following options:-

*  Preset -Choose from a list off preset using the drop down box.
* Name -Edit the preset name to suit / help identiffy the posifion.
¢ Type -Options available are:-

Night — Allows different options to be used for the preset that include lamps
(See also Camera — Night preset page 65)
Simple - For setting a simple PTZ preset, no lamp options.
Wiper — Set the preset to activate the wiper.
Re-Map Choose which function/preset you want to re-map to the new preset number above.
Tour — Set the preset to start or stop a preset tour.
Mimic — Set the preset to start or stop a mimic tour.
User — Used on systems supporting 360 SDK.
Aucxiliary — Can be used to recall an auxiliary command. (See interfaces- Auxiliary page 69).
Power — Used to set the panttilt motors to use full or part power.
Function - Function option will change to suit the above type.
lllumination - Choice off illumination ffor preset with night preset ffunction enabled. Options are IR, White Light and
off.
Intensity — Set lamp intensity for the preset using the illumination chosen above.
Sensor — Preset have the choice of being wither colour or mono, when the scene is dark.
Focus Range — sets how the camera will focus when in mono. Options are ambient or IR. The Focus Range setting
will set the camera focus, (when in mono) to suit the light source in the scene.
If this is set incorrectly the image may not be in focus, when in mono at night.
PTZ -The camera can be set to pan, tilt and zoom or not. This can be used to operate the sensor or lamp function.

Use the Seek preset button to test the preset.
Define preset button to set the above
parameters. Delete preset to remove the preset
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Mimics
When a mimic tour is started, the Predator will perform all the actions which were defined when the
mimic was programmed. Up to four mimic tours can be defined.

+ Play - Starts the selected mimic tour.

+ Start - Use this to start programming a mimic tour. Move the camera, seek presets and/or use
the lens to define the actions to be saved for the mimic.

+ Stop - Use to end the programming of the mimic tour into the Invictus Hybrid.

The mimic and preset tours will repeat continuously until manually interrupted either by an alarm or user
intervention.

Preset Tour

Atour of presets is stored in the Predator as a list of tour points. Each tour point consists of a preset number,
the dwell time for which the Predator will pause and the speed parameter that will be used to seek the preset.
Each of the four tours of presets can contain between 2 and 90 points.

When programming a tour of presets it is necessary to first store all the required presets into the Predator
Hybrid and to define the required dwell times and speeds of travel that you will require the Predator to use when
the tour is started.

A maximum of four individual tours of presets can be stored in each Predator. Each tour can have between 2
and 90 points, each point can be a preset in the range 1 to 300. Different points can use any preset number,
including repeats of ones that have been used before. The speed that the camera will travel at to reach the
preset can be in the range 1°/sec (slowest) to 100°/sec (fastest). To seek the preset at maximum speed, set
speed to 0. The delay (dwell) at each point is defined in seconds, range 1 to 100.

. Play - Starts the selected preset tour.
« Add - Use to add a new point to the tour.
. Final - Use to indicate that this point is the last point in the tour.

Privacy Zones
A privacy zone can be used to obscure a scene with in an image e.g. private residence.

Use the drop down box to select the privacy zone preset 1 to 24. Move the camera so that the scene to be
obscured is in the centre of the image. Use zoom to set the size of the privacy zone.

. Define - Defines the image as a privacy zone preset.

. Seek - Seeks the selected privacy zone preset.

. Enable - Sets the selected privacy zone preset as a privacy zone.

. Disable - Disables the privacy zone of the selected privacy zone preset.

Up to eight privacy zones can be viewed at the same time. The privacy zone feature is not available when the
camera is within 20° of the camera pointing vertically up or down.

Wiper

+ Rest Time - Set wiper rest time.
+ On Time - Set time period for how long wiper will run.

Home Function
The camera will perform an action (goto preset, start preset or mimic tour), after a period of inactivity.

« Home action - This sends the camera to a preset, tour.or mimic.
« Home Number - This sets the preset, tour or mimic the camera will go to / start.
« Home timer - this sets the time for the period of inactivity.
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PTZ position co-ordinated are also shown, use the refresh button to refresh the data if the camera has been moved.
PTZ position co-ordinated can also be added manually, use the go button to send the camera to the co-ordinated
set.

Pan/Tilt Offset
Used to set current panttilt to zero.

« Set - Set cument position to zero
« Clear- Clear cument zero position.

OK to program the new settings into the Predator.
Cancel to abandon the changed to the advanced feature settings.

34 Camera

#2360 Vision Technology Limited X

Camera

« Camera - cannot be edited, shows label/name given to the camera.(See section Video — Camera page 60)

The Camera page, offers options to:-
o Digital Zoom - Enable digital zoom. Default is off.
¢  White Balance - Select White Balance settings to suit camera location.
(See page 77 for table of options)
Wide dynamic range — Enable SBR, Options available are ON, Auto and off. Default is Auto.
Zoom Speed — Select zoom speed of the lens. Options are slow, medium, high and highest.

Proportional Zoom — Automatically reduces/Increases panftilt speed depending zoom ratio. Default is
on.

o Freeze Preset — This option freezes the image, when moving between preset. This can help reduce the
bandwidth. Default is on.

e Day Aperture — Can be used to increase the picture detail. Default is 10.

e Sensor Frame Rate — Can be used to set the camera to suit 25 fps (PAL) or 30 fps (NTSC). Unit must
be rebooted for settings to apply. Default is PAL.

e  Auto Focus/Iris on PTZ - Auto focus / iris will activate when PTZ is used, can be switched off. Default is
on.

e Fast Shutter — Select fast shutter if using the Predator camera on an ANPR system. Default is off. (See
page 77 for table of options)
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* Near Focal Limit - Can be used to set the near focal limit. This will help in scenes where the camera
is focusing on objects near to the camera, causing the camera to be out of focus on distant objects.
Default is 4m.

« Steady Shot - Can be used to reduce camera shake from the picture.

Steady Shot — The viewed picture is made from a window which shows part of the full picture from the camera
sensor. This means that part of the picture is wasted. The viewed part of the picture is moved automatically

to use some of the wasted part so that the observed picture is stable and has compensated for the vibrations
and minor movements of the Predator. The maximum amount of picture stability is achieved for all zoom
settings. The part of the picture that is wasted reduces the resolution of the viewed picture when the camera is
set to 1080P and steady shot is selected. When the camera is set to 720P it is usual for no resolution to be lost
when steady shot is selected.

Stable Zoom - In this mode, when the picture is zoomed fully out (wide angle) the steady shot feature has no
effect. As the picture is zoomed out the effect of the vibrations is naturally minimized. As the picture zooms

in, the part of the picture that is viewed is a window withhin the whole (unzoomed) picture. The unused part of
the picture is used to allow the viewed part of the picture to be moved automatically to compensate for the
vibrations. In this mode, the viewed picture has full resolution for all of the zoom range, but the camera does
not compensate for the vibrations when the picture zoom is at or near to the fully zoomed out setting.

Extended Zoom — This option doesn’t produce a steady picture, instead of which, a window within the whole
picture is viewed i.e. the scaling of the picture is altered slightly which gives the advantage that the normal 30x
zoom has been extended to 36x zoom. This is effectively a digital zoom and as such, when 1080P is used, the
resolution of the picture has been slightly reduced. When the camera is set to 720P it is usual for full resolution
to be achieved for the full range of zoom settings.

* Exposure Offset - Used to set the camera exposure setting.
+ Zoom Wide Limit - Used to set the camera zoomed out limit.

Night Settings

. Night Changeover - Night Changeover settings can be changed to suit the site requirements. Options
are dark, medium, light and custom. Default is dark. This sets when the camera goes into
‘dark mode’.

« Custom On Level - Range is 7 to 25. A lower value will set the level on when the scene is brighter, a
higher value will set the level on when the scene is darker. Default is 7.

* Custom Off Level - Range is 1 to 20. A lower value will set the level off when the scene is brighter, a
higher value will set the level off when the scene is darker. Default is 1.

. Night Brightness - This controls the exposure compensation, by artificially brightening the image.
Options are normal and auto. Default is normal.

* Night lllumination - Choose which type of light source is required for when the camera is in dark
mode. Options are IR or white light if supported by the camera.

* Night Intensity - Set what power the lamps will run at. Default is 100%.

* Night Sensor - Can be set to colour or mono. Default is mono.

. Night Focus Range - Sets how the camera will focus (when in mono) to suit the light source in the
scene. If this is set incorrectly the image may not be in focus.

. Night Focus Sensitivity - This can be set to normal or low. When it is set to low the method used to
focus the camera is suited to low light conditions. Default is low.

* Night Aperture - Can be used to increase the picture detail. Default is 3.

* Night Noise Reduction - Used to reduce noise with scenes of low illumination. NR must be set to suit
the environment. Default is off.

* Night Presets - This can be used to set the presets to different settings if required. Default is off.
(See section Advanced Features - page 65)

* Dim Lights Angle - Feature not available.

* Dim Lights Intensity - Feature not available

. Night HLC Level - Set a value to help mask high intensity light sources, options are low, medium and
high.

. Night HLC Mask - Sets a mask for the light source, options are 1 (white) to 15 (grey).
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Configuration

*

.

*

.

Sun Shield - Feature not available.
Auto Flip - Use this option to set how the camera behaves when full tilt down is reached

Tilt requires a second tilt down command, when at full tilt down to spin camera 180°.
Limit - Automatically spins the camera 180° when full tilt down is reached.

Attack Detect - Attack Detect - Camera will re-initialise camera motors so that camera looks back to the
original position, if the camera is physically forced/moved. Default is on.

Upright Mount - Can be used to flip the image, so the camera can be used on a pole or a ceiling. Default
is pole.

Power on Park - When the camera powers up, it will go to a preset position. Preset 150. Default is off.
Pan/Tilt Speed - Can be used to set the panttilt speed. Options are Normal, 20%, 40%, 60%, 80%Slower,
20%, 40%, 60% or 80% Faster. Default is normal.

Status Refresh Rate - Can be used to help speed up telemetry control of the camera, by slowing down
the camera internal refresh rate.

Power Saving - Camera will reduce power when camera not being moved, Options are Full Power or
Auto Saving default is Full Power.

Static PTZ Mode - On stops all PTZ movement, off allows camera to be moved default is off.

White Lights

White Lamps - Set if white lights are to be used set to on or on motion default is off.
White Timer - Set white light timer, for automatic switch off.
Auto Dimming - When selected the camera will reduce the lamp power, when looking in scenes where
there is to much light. OK to program the new settings into the Predator.
Cancel to abandon the changes to the settings.

35 Date/Time

« c @

©® 192.168.1.157 | | Q search N @ =

Date & Time

wrone GMTOBST M3 S0, MI050

W Automatically adjust for daylight saving lime changes

Cancel

. Camera - Cannot be edited, shows label/name given to the camera.
(See section Video - Camera - page 60).

« Time in Camera - Cannot be edited, shows the current date and time of the camera.
« Date Format - Select from the drop down the date format.
« Time Format - Choose 24hr or 12hr time display.
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Set Time
The Date/Time page, offers options to:-
o Set Manually - Input time/date manually.
« Synchronize with Computer Time - Put a tick in the button and then click OK, to apply the local
computer date/time to the camera.
« Synchronize with NTP Server - Put a tick in the button and then click OK, to apply the local server
date/time to the camera.
« NTP Server - Input the address of the time server required, default is pool.ntp.org.

Time Zone
. Time Zone - Select time zone to suit the location of the camera/
system.
OK to program the new setings into the Predator.
Cancel to abandon the changes to the settings.
36 Network
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Network
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Cancel

«  Camera - Cannot be edited, shows label/name given to the
camera. (See Video - Camera - page 60)

Network
The Network tab, offers options to:-
* DHCP Enable - Allows the camera to be set using a dynamic IP address.
* IP Address - Input a static IP address, if DHCP is not used.
* Netmask - Input the Network Subnet Mask.
+ Default Gateway - Input the Network Gateway.
. Primary Name Server - Input the Domain name server, if required.
. MTU Size - Option to change the MTU size, default is 1500 bytes.
. MAC Address - Displays the camera MAC address.
*  Default Recovery - Inhibit Multiple Power Cycle Method, disables the Network recovery process

(See Network Settings Recovery - page 74 )

NTP
. NTP Server - Input the address of the time server required, default is pool.ntp.org.
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Quality of Service
+ Best Effort - Will send network packets with no quality of service policies.
+ Expedited Forwarding - Will send network packets with an assured bandwidth quality of service
policy.
+  Custom - Input required Hex figure for quality of service policy
* Best Effort = 0x00
Expedited Forwarding = Ox2E
Web Server
« HTTP access - Enable or disable HTTP access, must be connected using HTTPS.
(See section SSL certificate Keys 73)
« HTTPS Port - Set required HTTPS port. Default is 443.
« SSL Certificate - Choose required SSL certificate.
+ SSL Private Key - Choose required private key.

802.1x Authentication
« Authentication - Tick to enable 802.1x. Options to choose MDS5 or TLS, PEAP and option to add
username/password.

OK to apply the new settings into the Predator. Cancel

to abandon the changes to the network settings.
24 Interfaces

Interfaces

Function

ONVIF Token
-
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Auxiliary Functions
Allows the camera to be configured to use ONVIF Auxiliary commands. Features available are:-

* * * * * * * * * *

* * * * * * * * * * * * * * * * * *

Force White Light On - Forces white lights on.

Force White Light Off - Switches off forced white lights.

Wiper On - Activates wiper.

Wiper Off - Stops wiper.

Dark IR Light On - Switch on IR, when dark.

Dark White Light On -Switch on white light when dark.

Dark Lights Off - When dark, switch off all lamps.

Dark Sensor Mono - Sets the camera to a mono image, when in dark mode.

Dark Sensor Colour - Sets the camera to a colour image, when in dark mode.

Dark Focus Ambient - Sets the camera focus (when in mono), to suit the scene when ambient
light is present.

Dark Focus IR - Sets the camera focus (when in mono) to suit the scene when IR light is present.
De-Fog On - Switches camera De-Fog feature on.

De-Fog Off - Switches camera De-Fog feature off.

Washer On - Activates wash function, sends camera to preset 299, activates wiper.

Washer Off - Stops wash function.

Force Night Settings - Used to set camera to night dark settings.

Force Day Settings - Used to force camera to day/light settings.

Disable Forced Settings - Switch off forced settings, camera to use settings as per light level.
Force Mono Settings - Force camera into mono, no lamps, ambient focus range.

Force HLC On - Switch on HLC option.

Force HLC Off - Switch off HLC option.

Iris Open - Opens the camera iris.

Iris Close - Closes the camera iris.

Iris Auto - Switches on auto iris.

Iris Manual - Sets camera to manual iris mode.

Power Low - Sets the motors to use low power.

Power On - Sets the motors to use full power.

ONVIF Token - Used to alter the name of the ONVIF Auxiliary token.

Dark relates to when the camera is in dark mode see section Camera - Night change over - page 65

Force ONVIF Version Configuration

Reported Version - Can be used to change the ONVIF version reported by the camera to the VMS, options
are:- Default - ONVIF V2.02,V2.20 & V2.40. OK setting and then re-boot camera from web page to apply.
Preset Token Format - Default (Used on certain VMS servers. Uses mix of text and ‘P’ zero-pad number as
preset tokens). Number only (Used on certain VMS servers. Uses numbers as preset tokens). ‘P’ zero-pad
number (Used on certain VMS servers. Uses P001 to P360 as preset tokens).

Authorization Elevation - Used on Vicon VMS, allows the anonymous user to be set as admin, viewer or
operator.

Pan/Tilt position Range - Used on VMS systems that use specific pan and tilt operation, used to set the
angular position to suit the VMS ONVIF position.

Advertise Multicast - Option no longer required. When Multicast is enabled in Advanced Video page, the
stream will be advertised.

Auxiliary Functions - Used to set how the VMS will see the ONVIF Auxiliary Token.

Configurable - Aux 1 - 8, configurable via web page Standard - Standard ONVIF

Additional - Additional control commands using the ONVIF Standard Pre-defined Presets

Advertise All - Show all pre-defined presets, when the VMS requests the presets from the camera.
Advertise Re-definable - Show re-definable pre-defined presets only e.g. Home Omit - Do not show the
pre-defined presets, when the VMS requests the presets from the camera

Iris Scale - Used on certain VMS systems, options are position or attenuation (dB)

UUID Format - VMS may require this setting to be changed to connect to the camera.

Fixed Preset Location - The per-programed presets are moved to lower preset numbers for ease of use for
VMS and DVR/NVR that can not use higher numbers for controls such as Wiper and white lights.

OK to apply the new settings into the Predator.
Cancel to abandon the changes to the settings.
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38 Add/Edit Users

€« c @ 0 4% 192.168.1.157 w O 0 n 8 =

Add / Edit Users

Cancel Update

User Name Authority

admin Adminestralor

The Add/Edit Users page, allows the admin user to create both operator and viewer level login details. The
admin user login password, can also be changed here. The web page admin password is also the ONVIF
admin password. Care must be taken, when changing the admin password.

OThere is no way of recovering the Predator admin password if forgotten.
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39 Maintenance

Maintenance

a1 54 (o 7 ST 12T B COOEC R D

« Camera - Cannot be edited, shows label/name given to the camera.
(See Video - Camera - page 60)

Version
. Firmware - Current firmware loaded onto the camera.
Kernel - Current kernel file loaded onto the camera.
Bootloader - Current Bootloader loaded onto the camera.
« Hardware - Current mainboard software loaded onto the camera.

Parameters and Settings
+  Backup Settings - Save - Used to save the camera settings.
The file is displayed as Invictus_HD_YYYYMMDD_HHMM.DAT clicking on this file will download the
file to the PC download folder.
Restore Settings - Browse to the required DAT file and then click restore. The camera will then
apply the settings and reboot the camera.
PLEASE NOTE:- All saved camera settings including passwords will be uploaded to the camera.
Validate Settings - Used to validate the uploaded settings, after the camera reboot process.
* Reset Settings
Default Parameters - Reset codec parameters i.e. video stream settings.
Factory reset - This will reboot the camera and all the settings, except IP address will be lost.

Camera Maintenance
« Camera reboot
Soft reset - This will reboot the codec, no settings will be lost.
Hard reset - This will reboot the camera, no settings will be
Firmware Update - Browse to codec file and then click on update. The camera codec will
then be updated. The Invictus camera will re-boot once the update has been performed.

DO NOT interfere with this process as it may stop the camera from working.

Visit the camera Browser page (Framework), 360 Vision Technology web site or contact 360 Vision
Technical Support for the link to the update application & codec update files.
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Update Screen

Storage
= Used and free space on the memory device. Used for the firmware update process.
« Format - You can use this option to format the storage device. Please stay on the web page while it is
doing this. Option available when the device is unmounted.
< Unmount - Select this option to unmount the storage, once confirmed. The web page will report back
that the process is successful.

NTP Calibration
Used to calibrate the codec clock to a NTP server so that the codec time is more accurate.
. Start - Click on this option to start the process. Synchronize with NTP Server option must be
selected with access to the NTP server. The process takes approximately 20 minutes.

Content Upload
« Content Upload - Upload application softare to camera memory. Server
* Upload - Download application files from FTP/HTTP server.

SSL Certificates and Keys
+ Upload SSL file - Import SSL file. Supported files .key, .pem and .crt.

OK to apply the new settings into the Predator.
Cancel to abandon the changes to the maintenance settings.

40 Browser
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Browser

Framework Application

Notes

FAQ Acknowledgements

c5 Please be aware thal this user interface may save some dala as cookies - the
choice/tonfiguration of web plugin and (It selecied) the usemame/passeond.

Cancel
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Video Plugin
« Video Plugin - Choose video plugin, choice of VLC, JPEG (every 5 seconds), or none.
« Unicast Transport - Choice of UDP or TCP.
« Network Latency - Adjust Video player latency/buffer.
« Download - Download video plugin from the camera.

Desktop Application
« Framework - Download framework to run desktop application.
« Application - Download software for the standalone application.
« Notes - Notes on how to install the desktop application.

OK to apply the new settings into the Predator.
Cancel to abandon the changes to the settings.

41 Network Settings Recovery

When netwo rk settings are changed, the IP address, Net Mask and Gateway are validated before they are
saved. However if the settings are such that the Predatord has settings which mean that it cannot be seen on
the user’s network, it may become necessary to use the ‘Network Settings Recovery’ feature as described
below.

The ‘Network Settings Recovery’ IP address may conflict with an IP address that is already defined on the
network, it may be necessary to disconnect the Predator from the network and control it locally using a
network connection to a laptop so that the IP address can be set to a suitable setting before the Predator is
reconnected to the main network.

Procedure for ‘Network Settings Recovery’

If necessary disconnect the Predator from the main network.

Turn power to the Predator OFF for 3 seconds.

Turn power to the Predator ON for 4 seconds.

Repeat the above five times.

On the final power ON, leave the power switched on for at least 5 minutes to allow the Predator to
initialise. (See section Locating the Predator on your Network - page 68)
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42 Special Presets

Seek 64 IR Seek 66
llumination (On) (Mono/Colour not changed) (Off)
(When it is dark) Seek 65 White Lights Seek 66

(On) (Mono/Colour not changed, no timer) (Off)
Night Sensor Seek 67 Seek 68
(When it is dark) (Mono) (Colour)
Night Focus Range Seek 69 Seek 70
(When it is dark) (Ambient) (IR)
Seek 81 Double Wipe
Seek 82 Pemanent Intermittent Wipe
Wiper Seek 83 Permanent Fast Wipe S(es?;ps)s
Seek 84 Timed Intermittent Wipe
Seek 85 Timed Fast Wipe
Seek 87 Seek 88
De-Fo
9 (On) (Off)
Washer Seek 89 Define Preset 299 Seek 90
(On) (Defines Washer Position) (Off)
White Lights Seek 100 White Lights Seek 101
(When it is dark) (On) (Change to colour, timer used) (Off)
Power on Park Define/Seek 150 Program/Recall Power on Park preset position

43. Important - Care of Painted Surfaces

The powder coating applied to the Predator external housing is recognised as being in the forefront for
quality and finish. However, in order to preserve the aesthetic finish it is recommended that the coating is
regularly cleaned.

Regular cleaning on a maximum three month interval, using warm and mild detergent must be undertaken.
Abrasive cleaners including strong solvent must NOT be used at any time.

In areas where the coating may come in contact with concentrated atmospheric pollutants [marine, chemical
and especially bird droppings] it would be prudent to clean more frequently e.g. monthly.

Full documentation of the cleaning schedule MUST be maintained to ensure that a warranty claim can be
considered.

If damage occurs to the coating (e.g. the Predator is dropped, scrapped etc.), repairs MUST be carried out
immediately.

When the Predator is installed in areas where there is a high risk of damage from birds or their droppings,

additional precautions and measures should be used to keep the birds away from the Predator e.g. fit anti-
bird spikes.

© 360 Vision Technology Ltd



Predator Radar Installation Manual_V8_1_28 00 Page 76 of 78

44 Storage and Handling

Predator should be handled with care and must not be dropped. When Predator are inside the transit packaging
which is used for despatch from the factory, they should not be stacked to a height of more than two Predator.
When Predator are being stored before installation they should be kept in the transit packaging and located in a
dry indoor environment preferably between 1°C and 35°C which is dry and dust free. Humidity should such that
water vapour is non-condensing. Predator can be allowed to be outside this range for short periods of time (24
hours maximum) for transport (e.g. in aircraft or vans) but must never be allowed to be outside the normal
operating temperature range of -40°C to +60°C even during storage.

Before installation the Predator should be clean and dry. (If necessary it should be cleaned and dried taking care
that the glass is not scratched).

45 Warranty

This information and/or any technical information — whether received verbally or writing — is given in good faith but
without warranty and this also applies where proprietary rights of third parties are involved. The information
provided does not release you from your obligation to check its validity and to test the products suitability for the
intended purpose(s) and use(s). The application, use and installation of the products either in isolation or in
conjunction with other products used, provided and installed by you on the basis of the technical advice issued are
beyond our control and therefore remain entirely your own responsibility.

©2019 ALL DESIGNS AND SPECIFICATIONS ARE SUBJECT TO CHANGE WITHOUT NOTICE

46 PSU Enclosure

Material PC/ABS
Dimensions (PRED-PSU-SM -HMA enclosure) 255 x 180 x 100mm

47 1080p Stream Resolutions & RTSP Links

Resolution Resolution
720p (1280 x 720) 720p (1280 x 720)
H.264 D1 (720 x 576) MPEG4 D1 (720 x 576)
(rtsp:/ipaddress/h264main) | SXVGA (1280 x 960) (rtsp-/paddress/mpeg4main) | SXVGA (1280 x 960)
1080p (1920 x 1080) 1080p (1920 x 1080)
Resolution
MJPEG
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48 RTSP Links Cont.

Resolution
720p (1280 x 720) VGA (640 x 480)
A D1 (720 x 576) D1 (720 x 576)

(rtsp://ipaddress/h264main)
& 720p (1280 x 720)

720p (1280 x 720)

MJPEG
e e e 1080p (1920 x 1080)| QVGA (432 x 240)
1080p (1920 x 1080)| D1 (720 x 576)
Resolution
720p (1280 x 720) VGA (640 x 480)
MPEG4
(rtsp://ipaddress/mpeg4main) D2t DANA0STS)
& 720p (1280 x 720) | 720p (1280 x 720)
MJPEG
(rispHipaddress/mipeg) 1080p (1920 x 1080)| QVGA (432 x 240)
1080p (1920 x 1080)| D1 (720 x 576)
Resolution
720p (1280 x 720) | QVGA (432 x 240)
Dual H.264 D1 (720 x 576) D1 (720 x 576)
(rtsp://ipaddress/h264main)
(rtsp-/ipaddress/h264sub) D1 (720 x 576) QVGA (432 x 240)
1080p (1920 x 1080)| QVGA (432 x 240)

1080p (1920 x 1080)

D1 (720 x 576)

Resolution

720p (1280 x 720)

QVGA (432 x 240)

Dual MPEG4 D1 (720 x 576)

D1 (720 x 576)

(rtsp-Alpaddress/mpeg4main) [~ (720 x 576)

QVGA (432 x 240)

(rtsp:/ipaddress/mpeg4sub)
1080p (1920 x 1080)

QVGA (432 x 240)

1080p (1920 x 1080)

D1 (720 x 576)

Resolution

H.264(rtsp:/ipaddress/h264main) & | D1 (720 x 576)

D1 (720 x 576)

MPEG4(rtsp./lpaddress/mpeg4sub) | 1080p (1920 x 1080)| D1 (720 x 576)

49 White Balance and Fast Shutter options

© 360 Vision Technology Ltd

White Balance Options Fast Shutter Options
Auto 1/1000
Outdoor 1/1250
Indoor 1/1750
Auto Tracing 1/2500
IndoorA,B&C 1/6000
Sodium 1/10000

Sodium Auto A & B
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